The 5 steps of
ransomware defence
How Government and Educational Institutions
can prepare for an attack
Recently, government organisations (both national and local) and educational institutions
have increasingly become a target for ransomware attacks:
• A WannaCry attack cost £92 million and shut down the UK’s NHS.
• More than a quarter of UK local authority systems have been infected with ransomware.
• In September 2019, the Irish government admitted it suffered a ransomware breach.
• Ransomware attacks on UK schools have resulted in the loss of student data.
So what can governments and educational institutions do to avoid becoming a target?

The 5 steps of ransomware defence

Step 1: Preparation
Ransomware attacks are increasing in frequency and seriousness. You need to
prepare your organisation for the very real possibility of an attack.
Patch aggressively
Because malware often enters systems through known vulnerabilities, the best
step you can take to bolster defences is to aggressively patch your systems.
This is, of course, one of SANS Institute’s Top 20 Critical Security Controls for
Effective Cyber Defence: continuous vulnerability assessment and remediation.
By eliminating vulnerabilities, the malware may not have a way to get onto any of
your computers in the first place.
Assign least privileges
Least privilege is one critical aspect to defending against ransomware when it
comes to file shares, in particular. Many organisations will have one file share
accessible to everyone within the company. Certain locations may be read-only
or may be inaccessible to certain users, but many organisations operate under
a monolithic file-share structure. Changing into a least privilege and as-needed
basis can limit the damage caused by ransomware infection substantially.
Create and protect your backups
Ransomware destroys backup files and encrypts regular files, and this causes
an organisation intense pain. It’s therefore imperative to frequently back up all
documents to a location that ransomware can’t affect (such as offline storage)
and then verify that you can restore these files easily if needed. Even network
shares or cloud storage may not be entirely safe, as files that have already been
encrypted or corrupted by the ransomware could be automatically backed up to
the network or the cloud, also corrupting the files in those storage locations.
Connect with intelligence sources
Another big step during the preparation phase is to connect with industry
intelligence and threat intelligence sources or industry lists specific to crimeware
or ransomware, and regularly feed those indicators back into detection
mechanisms such as intrusion detection systems (IDS).
Protect your endpoints
Your organisation can deploy endpoint protection tools that can detect and
automatically respond to infections in the initial stages. Tools such as LogRhythm
SysMon, among others, can detect these infections early and respond to them
automatically and quickly so that they don’t become significant incidents.
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Prepare a response plan
Your organisation should develop an incident response (IR) plan explicitly for a
ransomware attack. This step is particularly important to prepare for targeted
attacks that can affect broad swathes of your organisation. The IR plan should
detail the specific actions people should take as soon as it becomes apparent that
an attack is underway. This will help to ensure a prompt response in a situation
where time is of the essence to stop or contain a serious situation. Likewise, you
should develop a disaster recovery plan specific to a ransomware attack.
Educate users
User awareness training is an effective means to teach people to avoid falling
victim to phishing email messages that plant malware in the first place. Many
attackers rely on social engineering tactics that are growing increasingly
sophisticated. End users need to know what to expect and what to be wary of in
their email messages to avoid infection.
Buy insurance
The cost of a ransomware attack can be high — not just the cost of the ransom
itself, but also the loss of business during the time that files and documents are
unavailable. James Carder, LogRhythm CISO and Vice President of LogRhythm
Labs, advises organisations to prepare by getting a good cyber insurance policy
that explicitly covers losses due to ransomware. “If you have a loss of revenue due
to a ransomware infection, you may be able to use your cyber insurance to make
a claim to recover that revenue,” says Carder. “From a pure risk management
perspective, getting a really good cyber insurance policy is probably worth its
weight in gold in situations like this.”

Step 2: Detection
In the event that your enterprise is hit with an attack, you can minimise the
damage if you can detect the malware early.
Prime your defence devices
For initial exploitation and infection, a good defence is to get signatures and IOCs
into your IDS or other network devices. Use your threat intelligence sources to
block or at least alert when detecting the presence of anomalies associated with
ransomware in your network traffic. There are numerous signatures for most of the
major IDS vendors out there for WannaCry – the cause of the 2017 shutdown of the
National Health Service – and NotPetya traffic. These are usually malware version
dependent, and they can change. Therefore, you want to have more to defend your
organisation than just the detection. However, these signatures can be a useful
source for the most widely distributed tools that enterprises tend to use.
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Screen email for malicious links and payloads
For the phishing emails that contain or lead users to the ransomware malware,
any of your tools that detect malicious attachments or perform attachment
scanning to look for executable attachments are your best automated defence
against ransomware emails.
Use rule blocks for executables
Two common areas where the ransomware typically executes from are the
%APPDATA% folder and the %TEMP% folder on your system. Looking for any file
executing from these locations is an effective way to spot ransomware before it
has had a chance to encrypt files. LogRhythm has developed rules for our tools to
monitor for file executions from these folders, as well as to look for file executions
from the location and the creation of the instructions.
Similar to the exploitation phase, network rules can also be used to detect the
executable delivery and execution, especially for cases like the RobbinHood
Ransomware used in the attack on Baltimore in April 2019, and the SamSam
Ransomware that affected Atlanta in 2018. There is a very predictable sequence
of events to set up ransomware’s key exchange, and you can often trigger on
those in your IDS to block them. Backup spoliation is another key area where
RobbinHood and SamSam can be detected before they have a chance to execute.
Specifically, look for that vssadmin command execution. It’s very common for this
approach to be used, and if you have the tools or the logging in place to highlight
when the admin tool is executed, you can take action and perhaps avoid either the
laptop or the network shares being encrypted.
Look for signs of encryption and notification
The file encryption phase usually begins with a key exchange that you can detect
via network signatures, file naming and registry modifications on the local system.
Looking for files with a .robbinhood extension is a good method to try and detect
RobbinHood being encrypted on a system. Similarly, with SamSam, looking for
the random filename patterns is another way to detect the ransomware as it is
running. Unfortunately, it is a little late in the progression of the malware, but
if you can detect the user notification files being placed on the system, you can
usually at least be alerted to the presence of the encryption even if you weren’t
able to block it. Quick detection at this stage will help you contain the situation.
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Step 3: Containment
Once the ransomware has already done its dirty work on one device, there are
steps you can take to contain it locally so that network files are not affected.
Kill the running processes and isolate the afflicted endpoint
Having an endpoint protection system that can look for the execution and
kill the process is usually the best means of containment. However, many
enterprises don’t have such a solution. For that reason, LogRhythm has developed
technologies that block and isolate the local host from the network should we
detect, for example, a WannaCry infection.
If LogRhythm detects the ransomware, using SmartReponse™ Automation
responses can then disable that network connectivity. If WannaCry or NotPetya
is able to execute on a system, you can then contain it to that system, and not
allow it to spread to additional systems on the network. While endpoint protection
software has come a long way in recent years, nothing is perfect, and being able
to detect and respond to the threat quickly can make all the difference.

Step 4: Eradication
Once you know you have had a ransomware incident, and you have contained it,
you now must eradicate it from your network.
Replace, rebuild or clean machines
We usually recommend that you replace compromised machines rather than
clean them. As with any type of malware, it’s difficult to know if residual
files are on the system and able to re-infect devices. However, for network
locations such as mailboxes or file shares, it is sometimes more relevant to
clean those locations, remove the malicious email message from the mailbox,
or remove the ransomware instructions from the file share. If you choose to
clean rather than replace, continue to monitor for signatures and other IOCs to
prevent the attack from re-emerging.
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Step 5: Recovery
Follow your disaster recovery plan to get all affected systems up and running
again and get back to business as usual.
Restore from a clean backup
For recovery, the number one task is going to be restoring from backup. If you
have good verified backups, any ransomware event is really a non-issue because
you can simply replace or clean your systems and recover them from backups.
You may be down for a couple of hours because of the time required to restore
from backup, but you shouldn’t have a big, multi-day issue to deal with.
Look for the infection vector
In most ransomware investigations, you usually want to complete your recovery
phase by doing a full investigation into what specific infection vector the attacker
used against your system. Was it a phishing email, or was it a drive-by download?
If it was a drive-by download, what webpage did the download come from?
LogRhythm analysts have seen several victims where they were doing nothing
more than using Google to search for self-help IT questions, and then were
redirected to malicious pages.
Notify law enforcement, if appropriate
After an incident, it is often best to report the incident to the authorities. Local
law enforcement should be your first contact. Furthermore, the National Crime
Agency encourages anyone who thinks they may have been subject to online
fraud to contact Action Fraud. After all, the distribution and execution of malicious
software is a crime in many countries.
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CONCLUSION
Ransomware attacks against state and local governments are starting to ramp up.
More than 70 US state and local governments have been hit with ransomware
so far in 2019 and cybersecurity experts expect the situation to get far worse.
Because these attacks are so lucrative for the perpetrators, they are certain
to become more common, more damaging, and more expensive. What’s more,
almost every organisation – large or small – is vulnerable to a ransomware attack.
The ramifications of a successful attack are far more extensive than just the cost
of the ransom. Organisations can suffer the effects of lost productivity, loss of
business, inconvenience to customers, and potentially the permanent loss of data.
Your organisation’s success in defending against a ransomware attack is largely
dependent on your level of preparation and the tools you deploy to monitor your
systems and to detect, shut down and contain suspicious activity. We invite you
to contact your local LogRhythm representative to discuss your organisation’s
preparedness. LogRhythm can provide you with the tools and the expert
knowledge that can help you to defend your organisation against ransomware and
other cybersecurity attacks.
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LogRhythm is a world leader in NextGen SIEM, empowering thousands of enterprises on six
continents to successfully reduce cyber and operational risk by rapidly detecting, responding
to and neutralising damaging cyberthreats. The LogRhythm NextGen SIEM Platform combines
advanced security analytics; user and entity behaviour analytics (UEBA); network detection
and response (NDR); and security orchestration, automation, and response (SOAR) in a single
end-to-end solution. LogRhythm’s technology serves as the foundation for the world’s most
modern enterprise security operations centres (SOCs), helping customers measurably secure
their cloud, physical, and virtual infrastructures for both IT and OT environments. Built for
security professionals by security professionals, the LogRhythm NextGen SIEM Platform has
won countless customer and industry accolades. For more information, visit logrhythm.com.
To learn more about improving your organisation’s security operations maturity —
and to create a plan to achieve your target — talk with one of our experts.
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