Securing the vault

Cybersecurity and banking

The wrong kind of interest
Banking is one of the sectors that powers modern life. Storing
and moving huge sums of money every day makes mortgages,
business deals, online purchases and instant ATM cash possible.
As a result, banks always attract criminals.
Infamous bank robber Willie Sutton is credited with saying he
robbed banks because “that’s where the money is”. There are
plenty of modern cybercriminals echoing the sentiment. Take
the damaging cyberattack on Bangladesh Bank, in which $81m
was stolen after the financial messaging service SWIFT was
accessed by criminals using compromised credentials1.
Meanwhile, a recent survey by computer security experts
Kaspersky Labs identified the top concerns of respondents2:
• attacks on digital/online banking services (45 per cent)
• attacks on point-of-sale (POS) systems (40 per cent)
• phishing/social engineering of customers (35 per cent)
As if to drive home how real these concerns are, early 2018 saw
distributed denial of service (DDoS) attacks on ING, ABN Amro
and Rabobank, the three top Dutch banks3. The threat is real
and relentless.

Institutions under attack
Modern banks face multiple security challenges. Intrusion
attempts are top-of-mind, so firewalls, intrusion detection
and antivirus technologies are deployed to secure systems.
Unfortunately, these systems will be penetrated. An Accenture
survey of the banking industry found nearly four out of five
respondents were confident their organisations were protected
from cyberattacks, but also found the average bank faces 85
targeted attacks per year4. Of those 85 attacks, one-third were
successful5. Worse still, respondents admit that 59 per cent of
successful intrusions went undetected for several months.
Keeping intruders out is an essential first line of defence.
However, as the evidence shows, quickly detecting and
responding to breaches is crucial. The problem is that banks are
dealing with huge amounts of data every moment of the day.
The mean time to detect (MTTD) a threat can be long, giving
intruders free rein for days, weeks or months. Furthermore, even

Threat glossary
Distributed Denial of Service
(DDoS) attack: A DDoS attack
seeks to overwhelm an online
service by bombarding the
servers with more information
than they can handle,
rendering them unavailable
or even crashing them. DDoS
can be part of an attempt to
penetrate and infect a network.
Phishing: Sending an email
or social network message
impersonating a reputable
firm. They often contain links
to spoof web or social media
pages, hoping to capture
passwords, personal data or
financial details.
Ransomware: This malicious
software encrypts the target’s
data. Attackers charge a
ransom to unlock data.
WannaCry is a well-known
example. The particularly
malicious NotPetya destroyed
data even if ransoms were paid.
Spear phishing: Resembles
phishing but targeting specific
individuals or companies.
Attackers research targets to
try to convince them that they
are a legitimate entity.
Whaling: Whaling attacks
are highly targeted, carefully
crafted phishing attacks that
are sent to CEOs and other
high-level executives. The
messages will link to sites
carefully tailored for highlevel executives. Due to the
authority and access these
targets have, a successful hit
can be extremely damaging.

[1] SWIFT warns banks on cyber heists as hack sophistication grows https://www.reuters.com/article/us-cyber-heist-warning/swift-warns-banks-on-cyber-heists-as-hack-sophistication-grows-idUSKBN1DT012
[2] Cybersecurity in financial institutions 2016 — and what 2017 holds https://www.kaspersky.com/blog/from-the-perils-tostrategies/6682/
[3] Top Dutch banks, government services hit by cyber attacks https://phys.org/news/2018-01-dutch-banks-revenue-cyber.
html
[4] Banks Face Challenge Of Integrating Cyber And Operational Risk https://www.forbes.com/sites/steveculp/2017/04/26/
banks-face-challenge-of-integrating-cyber-and-operational-risk/#5ddaf0d04309
[5] Building confidence: Solving banking’s cybersecurity conundrum https://www.accenture.com/
t20170419T051104Z__w__/us-en/_acnmedia/PDF-49/Accenture-Building-Confidence-Solving-Bankings-Cybersecurity-Conundrum-Info.pdf#zoom=50
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if detected, a long mean time to respond (MTTR) means more
damage can be wrought before resources are brought to bear.
In addition to responding to external threats, banks need to keep
their own houses in order. Insider threats are a constant concern,
as is regulatory compliance6. And privacy breaches can result in
substantial penalties under GDPR. More data will be added to the
terabytes that already exist due to MiFID II requirements. To make
things even more complicated, the requirements of PSD2 mean
systems must be open to outside service providers, potentially
allowing more avenues of attack. It’s enough to make a banker
want to take up something less stressful.

Banking on technology
The good news is that there are tools to help banks deal with
these challenges. A single pane of glass that allows a view across
the organisation is possible with security information and event
management (SIEM) platforms. NextGen SIEM takes this to the
next level with the help of big data architecture and advanced
analytics and incident response capabilities.

Why the ‘means’ matter
Mean time to detect (MTTD):
This is how long it takes to detect
an incident. Disparate legacy
systems, as exist in many banks,
can mean no single overview is
available, slowing detection. A
system that cuts across systems
and silos and provides a unified
view can greatly reduce MTTD. This
is also why many banks are looking
to data lakes, unified data storage
that different business units can
access.
Mean time to respond (MTTR):
This is how long it takes to act
on an identified security breach.
Detection without response is like
a burglar alarm without a police
force. Ideally, you want to be able
to respond quickly enough to stop
damage being done, information
being compromised, or funds being
stolen. There’s no point closing the
vault door after the money is gone.

Many banks already have such platforms in place to monitor
network activity and screen for anomalous events. Evolving
to a NextGen SIEM platform allows for process automation to
reduce MTTD and MTTR. Combined with data lakes, which bring
all data into a central location accessible to all users, and the
appropriate, scalable, technology to effectively analyse the data,
security reviews that might have taken days or weeks can now be
completed in minutes.
Having visibility of activity across the IT infrastructure and
physical security (such as door pass readers) is the foundation
of even more robust security. User and entity behaviour
analytics (UEBA) automates monitoring for unusual activity
and triggers alerts and responses, helping to reduce MTTD and
MTTR even further.
For example, if a user is accessing data or accounts they are not
assigned to or if they’re sending email attachments to personal
email addresses, UEBA can identify this and trigger security
automation orchestration (SAO). This can automatically lock
down threats, isolating them from the network, and send an
alert to prompt further investigation. In addition, SAO facilitates
forensic investigation of incidents, improving future security. In a
business where insider activity is a constant threat7, this can save
reputations and bottom lines.

[6] Changing Cybersecurity Regulations that Global Financial Services Firms Need to Know About
https://www.csoonline.com/article/3239681/security/changing-cybersecurity-regulations-that-global-financial-services-firms-need-to-know-about.html
[7] Here’s the story of how a guy making $66,000 a year lost $7.2 billion for one of Europe’s biggest banks http://www.
businessinsider.com/how-jerome-kerviel-lost-72-billion-2016-5
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An additional advantage of having complete visibility of the
organisation’s activity is that the data can be used to document
compliance with regulatory requirements. This addresses
another key business need by reducing possible errors and
easing audits with little additional effort or expense.

Safe as houses
The LogRhythm NextGen SIEM Platform provides infrastructure
monitoring to detect malicious activity – whether from outsider
or insider threats – on the network. Among its capabilities
are user and entity behaviour analytics (UEBA) which detects
anomalous activity and responds with alerts and automated
mitigation. Security automation and orchestration (SAO) frees
up time so in-house IT teams can focus on value-added tasks.
Elasticsearch allows for rapid queries of large data stores, such
as data lakes, making single-pane visibility a reality.

Bank on LogRhythm’s
end-to-end solution
LogRhythm offers a broad
range of capabilities that
provide a customised fit for
banks, addressing business
needs on time and on
budget.

• NextGen SIEM
• UEBA
• Real-time data
management and network
monitoring

• User authentication,
verification and
monitoring

• Regulatory and
compliance demands

Network and data monitoring also support reports to verify
activities and security for regulatory compliance and auditing
requirements. Reporting becomes easier and less labourintensive, via automated, real-time processes.
Designed for the payment card industry (PCI) environment,
LogRhythm’s solutions provide visibility across networks and
notify users immediately when suspicious activity is detected.
They also deliver additional insights, such as remote access
connection failures or missed scheduled software updates,
supporting business needs in addition to improving security.

• Monitoring of privileged
users with access to
sensitive information

• Rapid detection,
mitigation and auditing of
threats

• File integrity monitoring
• Automation and
orchestration

LogRhythm’s solutions support banking sector auditing
requirements Compliance Automation Suites with embedded
content and enable long-term and secure data storage as well as
wizard-based data recovery. Other capabilities include privileged
user monitoring, web application defence, rapid forensics and
advanced correlation and pattern recognition.
LogRhythm Cloud AI takes document management system data
and forwards it to the cloud, where it is subjected to machine
learning across long periods of time, which can then recognise
unusual patterns of behaviour. Cloud AI can then send alerts
with a risk score when something warrants attention.
Together, LogRhythm’s offerings provide banks with industryleading automation, compliance and auditing support, and
comprehensive reporting and protection against advanced
threats. In this way, banks can defend against the increasingly
determined and sophisticated cybercriminals that target them.
That kind of peace of mind is like money in the bank.
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About LogRhythm
LogRhythm is a world leader in NextGen SIEM, empowering organisations
on six continents to successfully reduce risk by rapidly detecting,
responding to and neutralising damaging cyberthreats. The LogRhythm
platform combines user and entity behaviour analytics (UEBA), network
traffic and behaviour analytics (NTBA) and security automation &
orchestration (SAO) in a single end-to-end solution.
LogRhythm’s Threat Lifecycle Management (TLM) workflow serves as
the foundation for the AI-enabled security operations centre (SOC),
helping customers measurably secure their cloud, physical and virtual
infrastructures for both IT and OT environments. Built for security
professionals by security professionals, the LogRhythm platform has won
many accolades, including being positioned as a Leader in Gartner’s SIEM
Magic Quadrant.
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“LogRhythm provides real-time actionable intelligence within
a single pane of glass based on events across my entire
infrastructure and allows me to quickly isolate unusual network
behaviour by a user, machine or network device.”
Jason Riggins, Network Administrator, Kansas Medical Mutual Insurance Company

Security. Made Smarter.
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