Making the grade:
Cybersecurity in education

Limitless potential
For an educator, the tools of modern technology make it faster
and easier to access and share information than ever before.
Today’s students are unlikely to ever trudge to the library in
the rain to find that the books they need aren’t available. What
they might find, however, is that they are unable to access their
institution’s network1.
The December 2015 distributed denial of service (DDoS) attack
on the UK’s Janet academic network disrupted services across
the nation for days. This followed a cyberattack earlier in the
year at the London Computer Centre (LCC), which disrupted
access for more than 300 institutions2. The Janet network
experienced further attacks in 20163.

Put to the test
The attacks on Janet and the LCC illustrate the challenges in
supporting an academic network. While the scale may be larger,
the same challenges and threats are similar for any educational
organisation.
A school, college or university should make information available
to staff, students and the public. Learning and the exchange of
ideas require it. At the same time, ensuring that information
is only accessible to authorised users is crucial. To further
complicate matters, many students access systems via their
personal devices. With thousands, or even tens of thousands
of students, an educational organisation has a vast amount of
sensitive personal information on file. In addition to student
information, educational institutions also store data on staff
and contract staff members. Privacy regulations require that
this data remains secure. With the advent of General Data
Protection Regulation (GDPR), the requirements around storing
and processing this information securely, as well as quickly
and transparently reporting breaches, place a further strain on
overworked IT staff4.

Why education institutions are
a target:
Cyberattacks against educational
institutions are a threat because
of the diverse and valuable data
stored in educational networks,
including:
• Student information: Students’
registration details mean
educational institutions are
storing a great deal of personal
data, such as name, date of
birth and diversity information.
This can be a prime target for
identity theft.
• Financial information: Whether
it belongs to students, staff
or the institution, educational
organisations store banking and
credit information. Compromising
this information could allow
criminals to transfer funds, take
over bank accounts or commit
credit fraud.
• Research: Educational
institutions could be at risk of
losing research accumulated
over years in a cyberattack. In
addition to damaging the school’s
reputation, lost data could lead
to legal action, the withdrawal
of research funding, and loss of
security clearances for sensitive
material.
• Email access: Gaining access
to an institution’s email servers
offers cybercriminals a vector for
further attacks on the network.
• Disruption: Distributed DDoS
attacks aim to disrupt or crash
an organisation’s servers by
overwhelming them with more
data than they can handle. Such
attacks, in addition to shutting
down access, can also be used
as part of an attack to infect
systems with malware that does
further damage.

[1] Janet down: Computer network at UK universities continues to face problems after DDoS cyber attack
https://www.independent.co.uk/life-style/gadgets-and-tech/news/janet-uk-university-cyber-attack-internet-down-a6765056.html
[2] University of London Computer Centre hit by cyber attack https://www.computing.co.uk/ctg/news/2409906/university-of-london-computer-centre-hit-by-cyber-attack/
[3] Academic network Janet clobbered with DDoS attacks – again https://www.theregister.co.uk/2016/04/18/janet_clobbered_with_ddos_attacks_again/
[4] How should colleges and universities prepare for the GDPR? https://www.itgovernance.eu/blog/en/how-should-colleges-and-universities-prepare-for-the-gdpr/
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Without a clear, system-wide picture of network activity, a
compromise can go undetected for weeks, months, or even longer.
Globally, the average time for an organisation to realise it has
been breached was 101 days in 20175. An incomplete picture also
makes it impossible to know if there has been an unintended
disclosure of data — a threat accounting for 30 per cent of all data
breaches at higher education institutions, second only to hacking
and malware (36 per cent), according to a recent EY report6.
In addition to privacy concerns, educational organisations often
have valuable research to protect. Research can be a target
for industrial espionage, state-sponsored spying or malicious
hacktivists. Multiple cyberattacks have been detected at
institutions around the world7 originating from various sources8,
including suspected state-sponsored actors9.
Under the best of circumstances, these challenges would be
daunting, but educational organisations often face tight budgets
and limited headcount, requiring them to do more with resources
that don’t keep pace with demand.

LogRhythm’s security curriculum:
Providing a full range of services,
LogRhythm ensures an effective
and efficient use of resources that
provides first-class security.
• NextGen SIEM
• Threat detection
• Security analytics
• User and entity behaviour
analytics
• Security automation
and orchestration
• Network traffic and behaviour
analytics
• Cloud security
• Compliance
• File Ingegrity Monitoring

Hard won lessons
Working harder isn’t the solution to the cybersecurity challenge.
Just as the telescope and the microscope transformed our
understanding of the world, a sophisticated holistic view into
network activity enables and empowers an organisation. Too
many security teams, often understaffed, suffer from alarm
fatigue with incident data flooding in from multiple sources on
different interfaces.
Firewalls, while not to be neglected, simply can’t keep out all
threats. Being able to monitor, understand, and act on threats
and compromises in real time requires network monitoring. Such
monitoring enables security information and event management
(SIEM) solutions to detect and respond to threats quickly.
Responses can be automated to shut down threats while in
progress and flag the incidents for further investigation.

[5] M-Trends 2018, Mandiant Consulting https://www.fireeye.com/content/dam/collateral/en/mtrends-2018.pdf
[6] Cybersecurity in higher education: the changing threat landscape https://consulting.ey.com/cybersecurity-in-higher-education-the-changing-threat-landscape/
[7] Hackers broke into NUS, NTU networks in search of government, research data https://www.straitstimes.com/singapore/hackers-broke-into-nus-ntu-networks-in-search-of-government-research-data
[8] Chinese Hackers Target U.S. University With Government Ties https://www.thedailybeast.com/chinese-hackers-target-us-university-with-government-ties
[9] Massive cyberhack by Iran allegedly stole research from 320 universities, governments, and companies http://www.
sciencemag.org/news/2018/03/massive-cyber-hack-iran-allegedly-stole-research-320-universities-governments-and
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External threats are not the only causes of data breaches.
Whether it is an accidental data breach10 or a deliberate theft
by an insider11, user and entity behaviour analytics (UEBA)
can be applied to staff to baseline patterns of normal network
behaviour, enabling quicker and more accurate responses to
anomalous activity.
An additional advantage of a holistic view of the network is
that it simplifies and accelerates an organisation’s ability to
meet compliance goals and reduces the time needed to conduct
audits. Reports can be generated in minutes, rather than days
or weeks — freeing staff for other tasks. Network monitoring
can even be deployed as a managed service, providing aroundthe-clock experts without the need for additional IT staff. This
can help educational organisations where cybersecurity isn’t
the primary budget focus and recruiting and retaining security
professionals remains challenging.

Head of class
The LogRhythm NextGen SIEM Platform monitors your
environment to detect malicious activity and enable a rapid
response. Its embedded UEBA solution provides deep visibility
into user activity, helping detect insider threats, compromised
accounts, privileged account abuse, and other user-based
threats. SmartResponse™ security automation frees up time
so in-house IT teams can focus on other important tasks and
improve operational efficiency.
LogRhythm’s centralised solutions for dedicated log
management and SIEM are designed for quick deployment
and scalability. It’s even possible to implement monitoring and
SIEM as a managed service, allowing 24/7 expert monitoring
that works with your IT staff to deliver expertise in a timely and
affordable manner.
LogRhythm’s solutions provide visibility across networks and
notify users immediately when suspicious activity occurs. They
also deliver additional insights for other performance issues,
such as remote access connection failures or missed scheduled
software updates.

[10] University of Greenwich data breach highlights the dangers of insider threats https://www.computerweekly.com/
news/4500273276/University-of-Greenwich-data-breach-highlights-the-dangers-of-insider-threats
[11] Insider Data Theft Court Cases Climb 25% https://www.infosecurity-magazine.com/news/insider-data-theft-court-cases/
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LogRhythm provides Compliance Automation Suites with
embedded content and enables long-term and secure data
storage as well as wizard-based data recovery. LogRhythm’s
GDPR Compliance module comes at no additional cost, ensuring
essential protection is built in. Other capabilities include
privileged user monitoring, web application defence, rapid
forensics, and advanced correlation and pattern recognition.
Together, LogRhythm’s offerings provide industry-leading
automation, compliance and auditing support, comprehensive
reporting, and protection against advanced threats. With the
high volume of personal information and research data stored at
educational institutions, coupled with limited security budgets
and headcount, this industry is a prime target for cybercrime.
That’s why these security capabilities are invaluable. Getting
educated with LogRhythm will prevent educational facilities
from getting schooled by hackers.

About LogRhythm
LogRhythm is a world leader in NextGen SIEM, empowering organisations
on six continents to successfully reduce risk by rapidly detecting,
responding to and neutralising damaging cyberthreats. The LogRhythm
platform combines user and entity behaviour analytics (UEBA), network
traffic and behaviour analytics (NTBA) and security automation &
orchestration (SAO) in a single end-to-end solution. LogRhythm’s Threat
Lifecycle Management (TLM) workflow serves as the foundation for the
AI-enabled security operations centre (SOC), helping customers measurably
secure their cloud, physical and virtual infrastructures for both IT and OT
environments. Built for security professionals by security professionals, the
LogRhythm platform has won many accolades, including being positioned
as a Leader in Gartner’s SIEM Magic Quadrant.
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“LogRhythm provides real-time actionable intelligence within
a single pane of glass based on events across my entire
infrastructure and allows me to quickly isolate unusual network
behaviour by a user, machine or network device.”
Jason Riggins, Network Administrator, Kansas Medical Mutual Insurance Company
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