On the money:
Cybersecurity in
financial services

Making the world go around
Financial services organisations power the global economy.
Modern technology enables a 24/7 connection to brokers, fund
managers, insurers, lenders and more. Unfortunately, there is a
dark side to this connectedness: cybercrime.
The Securities and Exchange Commission reported in 2015
that 74 per cent of registered investment advisers surveyed
experienced cyberattacks, either directly or through their
vendors1. The Verizon 2018 Data Breach Investigations Report
highlighted banking Trojan and Denial of Service as being the
most common attacks2.
These cyberattacks have become more dangerous to financial
services organisations as the intent behind them has evolved.
For example, the main motive for Distributed Denial of Service
attacks (DDoS) is now criminal, rather than ideological hacktivism
or malicious vandalism, as had previously been the case3.

Follow the money
Financial services organisations are a prime target for
cybercriminals because of the large amount of funds, data
and personally identifiable information they collect, process
and store.
Firewalls, spam filters and antivirus tools are an important
first line of defence, but they are not enough. Those systems
will fail. In its Top Financial Services Issues of 2018 report,
PwC states the threat clearly: “There are two kinds of financial
services firms: those that have faced a cyberattack and those
that will. For one thing, that means building defences that are
comprehensive and resilient4.”
Being able to detect and respond to these attacks translates to
being able to monitor across systems and sites for anomalous
activity, receive timely alarms, and respond quickly by shutting
down or quarantining threats.

DDoS and Ransomware
Intruders in a financial
services organisation’s
network may, of course,
wish to steal account
information, passwords,
or even funds. However,
some of the fastest growing
threats are Distributed
Denial of Service (DDoS)
attacks and ransomware.
DDoS:
This type of attack seeks to
overwhelm an online service
by bombarding the servers
with more information
than they can handle.
This renders the services
unavailable or may crash
servers. Cybercriminals use
the threat of DDoS to extort
companies. Sometimes they
are hired by companies
to disrupt a competitor’s
business. DDoS attacks may
also be part of an attempt to
penetrate a network to infect
it with malware.
Ransomware:
When machines are
infected with ransomware,
the malicious software
encrypts the target’s data.
The attackers charge a
ransom to unlock the data.
WannaCry is a well-known
example. Some ransomware
is particularly malicious:
the ‘wiper’ variant NotPetya
destroyed data even if
targets paid the ransom.

[1] Cyber security for investment managers
https://derivativesandstructuredproducts.lexblogplatform.com/wp-content/uploads/sites/159/2017/07/Cybersecurity-for-Investment-Managers.pdf
[2] Verizon Data Breach Investigations Report (DBIR)
http://www.verizonenterprise.com/verizon-insights-lab/dbir/
[3] Average DDoS attacks fatal to most businesses, report reveals
http://www.computerweekly.com/news/4500271720/Average-DDoS-attacks-fatal-to-most-businesses-report-reveals
[4] Top financial services issues of 2018
https://www.pwc.com/us/en/financial-services/research-institute/assets/pwc-fsi-top-issues-2018.pdf
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External threats (e.g. the DDoS attacks that threatened
multiple Taiwanese brokerages5 or ransomware — such as
WannaCry or NotPetya6) attract media attention and need to be
guarded against, but they’re far from the only reason financial
organisations need robust security. An even greater threat may
lurk within.
The financial services sector sees staff move frequently from
one organisation to another. This represents a threat to data
and the bottom line.
One in four employees surveyed reported taking data from an
employer when they left a job, according to Biscom, a company
specialising in secure fax and file-sharing services7. This puts
client lists, trading algorithms, trading strategies, strategic plans
and other data at risk. Furthermore, if internal activity isn’t
monitored, there is the potential of insider trading enabled by
improper access.
Financial services organisations also need to be conscious of
the regulatory environment in which they operate. Whether
its Sarbanes-Oxley, FCA or GDPR, companies must be able
to document that they have operated in compliance with
regulations, or face restrictions and financial penalties. Being
able to clearly track activity — and respond proactively to any
deficiencies — is another reason a clear, holistic view of systemwide activity is crucial.

Watch your back
Signs of a possible insider threat
to your data:
• A user transferring data to
USB drives
• An employee keeping odd
hours (often in the office alone)
• Remote access during out-ofbusiness hours
• Visiting cloud storage such as
Dropbox or Google Drive from a
work computer
• Sending email attachments to
personal email addresses
If you suspect a threat, place the
equipment used by the employee
in secure storage. Do not reissue
it. Do not turn it on or try to
access data as this may alter it
and make forensic investigation
more difficult.

Reputation is another important consideration for financial
services organisations. Clients don’t want to deal with a firm
that has been in the news because of a security breach or
compliance failure.

Look after the pennies
Addressing the threats and challenges present in the financial
services space requires a multi-level approach. Security
information and event management (SIEM) is the foundation
of a such robust approach. Security monitoring across systems
provides visibility of the organisation’s activities. Building a
good understanding of normal activity makes spotting unusual
activity possible.

[5] Five Taiwan brokerages report cyberattack threats, regulator says
https://www.reuters.com/article/us-taiwan-cyber/five-taiwan-brokerages-report-cyber-attack-threats-regulator-says-idUSKBN15L128
[6] WannaCry, Petya, NotPetya: how ransomware hit the big time in 2017
https://www.theguardian.com/technology/2017/dec/30/wannacry-petya-notpetya-ransomware
[7] Employee Departure Creates Gaping Security Hole, Says New Data
https://www.biscom.com/employee-departure-creates-gaping-security-hole-says-new-data/
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For a financial services firm, such as an insurer or bank, this
could mean a reduced mean time to detect (MTTD) attacks and
a quicker mean time to respond (MTTR) – allowing breaches to
be quickly thwarted and the damage minimised and contained.
For private equity firms or hedge funds, the same tools can help
detect insider threats.
For example, if a staff member is accessing information related
to accounts they don’t work on, it may indicate an insider trading
threat. If that information is being shared to a cloud sharing site,
such as Dropbox or Google Drive, it may indicate the theft of
data in advance of that employee moving to a competitor.
Security operations teams must monitor their environment
so they can detect malicious activity and prepare a rapid
response. With user and entity behaviour analytics (UEBA)
you can obtain deep visibility into user activity, helping detect
insider threats, compromised accounts, privileged account
abuse and other user-based threats. In environments where
millions can be made, lost, or transferred in a moment, this can
provide a vital check against unauthorised activity.
One of the advantages of having a clear picture of the
organisation’s activity is that the data can be used to document
compliance with regulatory requirements. With little additional
effort or expense, another key business need can be addressed,
reducing possible errors and easing the audit process.

Why LogRhythm is the 		
smart call
LogRhythm offers a broad
range of capabilities that enable
a customised fit for financial
services organisations, addressing
business needs on time and on
budget.

• NextGen SIEM
• UEBA
• Real-time data management
and network monitoring

• User authentication, verification
and monitoring

• Regulatory and compliance
demands

• Monitoring of privileged
users with access to sensitive
information

• Rapid detection, mitigation and
auditing of threats

• File integrity monitoring
• Automation and orchestration

Time is money
Making the smart move quickly is key in financial services.
Knowing what the smart move is requires a deeper and better
understanding of the business than ever before.
LogRhythm’s NextGen SIEM Platform monitors your
environment to detect malicious activity and enable a rapid
response. Its embedded UEBA solution provides deep visibility
into user activity, helping detect insider threats, compromised
accounts, privileged account abuse, and other user-based
threats. Security automation and orchestration (SAO) frees up
time so in-house IT teams can focus on other important tasks
and improving operational efficiency.
LogRhythm’s integrated solutions are designed for quick
deployment and scalability. Network and data monitoring
support the creation of reports to verify activities, as well as
regulatory compliance and auditing requirements. Reporting
becomes easy via automated, real-time processes.
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LogRhythm’s network monitoring capabilities helps with detection
of DDoS attacks by picking up sudden spikes in bandwidth usage
over a short timeframe and utilising deep packet inspection to
increase visibility and understanding of what traffic is flowing into
the network. Additionally, the LogRhythm NextGen SIEM Platform
collects and monitors public-facing web applications, alerting for
signs of disruption or unavailability.
LogRhythm Cloud AI takes data around document management
systems and forwards it to the cloud, where it is subjected
to machine learning across long periods of time to recognise
patterns of behaviour and detect compromises. Cloud AI sends
alerts with a risk score when attention is required.
Designed for the payment card industry (PCI) environment,
LogRhythm’s solutions provide visibility across networks and
notify users immediately when suspicious activity is detected.
Whether dealing with cards daily or maintaining ISO 27001 to
demonstrate a commitment to security management to clients
and investors, the solution is readily available. LogRhythm
also provides Compliance Automation Suites with embedded
content to support financial services organisations with their
auditing requirements.
Overall, LogRhythm’s offerings provide financial services
organisations with industry-leading automation, compliance and
auditing support, comprehensive reporting and protection against
advanced cyberthreats, making LogRhythm a triple-A investment.

About LogRhythm
LogRhythm is a world leader in NextGen SIEM, empowering organisations
on six continents to successfully reduce risk by rapidly detecting,
responding to and neutralising damaging cyberthreats. The LogRhythm
platform combines user and entity behaviour analytics (UEBA), network
traffic and behaviour analytics (NTBA) and security automation and
orchestration (SAO) in a single end-to-end solution. LogRhythm’s Threat
Lifecycle Management (TLM) workflow serves as the foundation for
the AI-enabled security operations centre (SOC), helping customers
measurably secure their cloud, physical and virtual infrastructures for
both IT and OT environments. Built for security professionals by security
professionals, the LogRhythm platform has won many accolades, including
being positioned as a Leader in Gartner’s SIEM Magic Quadrant.
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