Heal thyself:

Cybersecurity for healthcare

The greatest wealth
Preventing and treating diseases and healing injuries is a central
element of society. Today, healthcare is a huge industry – from
doctors to hospitals to pharmaceutical manufacturers – all
working together to improve the quality of life for billions of
people around the globe.
Medical breakthroughs and new drugs get wide attention when
they are announced. Unfortunately, the healthcare sector also
gets a great deal of the wrong kind of attention. The healthcare
industry is one the most targeted sectors by cybercriminals.
It’s therefore little surprise that experts predict the sector’s
cybersecurity spending between 2017 and 2021 will reach $65bn1.
That’s a lot of money, but there’s a lot at risk.

A bitter pill

What’s at risk
When client health information
is stolen, there are real risks
involved. A study of stolen
healthcare data in the UK
revealed how criminals used
the data3:

• 42 per cent fraudulently
filled prescriptions

• 35 per cent fraudulently
received care

• 25 per cent fraudulently
billed for care

• 24 per cent accessed/
changed healthcare records

• 15 per cent bought items

Protecting patient information is a difficult challenge because
that information must be accessible to multiple providers – such
as doctors, pharmacies and hospitals – yet must still be kept
secure. Unfortunately, research by Accenture has found one in
eight UK consumers have had healthcare information stolen2. The
study found that in 50 per cent of those cases, the breaches lead
to identity theft.
But there is more at risk than data. WannaCry ransomware hit
the UK’s NHS in May 2017. The malware locked systems, making
data inaccessible unless a ransom was paid. It affected hospitals
and GP surgeries across the country. Thousands of appointments
were cancelled and, in some cases, emergency patients needed
to be diverted to other hospitals4.
Amyas Morse, head of the National Audit Office, said the attack
was avoidable:

”The WannaCry cyberattack had potentially serious implications
for the NHS and its ability to provide care to patients. It was a
relatively unsophisticated attack and could have been prevented
by the NHS following basic IT security best practice. There are
more sophisticated cyberthreats out there than WannaCry, so the
Department and the NHS need to get their act together to ensure
the NHS is better protected against future attacks5.”

[1] Why healthcare cybersecurity spending will exceed $65B over the next 5 years
https://www.csoonline.com/article/3252343/cyber-attacks-espionage/why-healthcare-cybersecurity-spending-will-exceed65b-over-the-next-5-years.html
[2] One in eight consumers in England have had their healthcare data breached, Accenture survey reveals
https://www.accenture.com/gb-en/company-news-release-healthcare-data-breached
[3] Ibid
https://www.accenture.com/gb-en/company-news-release-healthcare-data-breached
[4] WannaCry impact on NHS considerably larger than previously suggested
https://www.digitalhealth.net/2017/10/wannacry-impact-on-nhs-considerably-larger-than-previously-suggested/
[5] Investigation: WannaCry cyber attack and the NHS
https://www.nao.org.uk/report/investigation-wannacry-cyber-attack-and-the-nhs/
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Ransomware also affected another healthcare sector when
pharmaceutical manufacturer Merck was attacked by NotPetya (a
‘wiper ransomware’ that encrypted hard drives), rendering data
inaccessible and affecting production. NotPetya is particularly
malicious, because it destroys data, even if the ransom is paid.
Merck’s insurer reportedly covered $235m of the loss, though the
full damage has not yet been revealed6.
However, not all cyberthreats come from outside. Two
GlaxoSmithKline scientists were charged in a case involving the
theft of cancer research data for sale to Chinese buyers. These
trusted researchers were able to access the information and email
it out of the company7.
Furthermore, as manufacturers, pharmaceutical firms need to be
concerned about the vulnerabilities of their production plants.
A cyberattack on a German steel mill caused extensive damage
to a blast furnace when the systems controlling it were hacked8,
showing that it is more than data and intellectual property that
is in danger. If a production line was compromised and a drug
improperly mixed, untold lives could be put at risk.

Developing immunity
Cybersecurity headaches can be addressed by following best
practice. Firewalls and antivirus may be the basic frontline of
defence, but these systems will be breached. A holistic security
regimen needs to be put in place, covering networks, users,
and applications. Knowing what is happening across the attack
surface is the foundation required to make a good diagnosis and
prescribe an appropriate treatment.
LogRhythm’s NextGen SIEM capabilities allow for the detection
and reporting of anomalous activity. A system can even sound
the alarm when it finds out-of-date or unpatched software – a
vulnerability identified in the NHS WannaCry attack. User and
entity behaviour analytics (UEBA) can learn network patterns
over time to identify unusual activity. And advanced incident
response capabilities can even automate the shutting down of
threats as they begin.
For example, in a case like a data theft, with a user emailing
a large amount of proprietary data out of the company to
a personal email address, the system can detect the data
exfiltration, block the email, and suspend the sender’s network
access until the matter can be investigated by the security team.
[6] Merck cyber attack may cost insurers $275 million: Verisk’s PCS
https://www.reuters.com/article/us-merck-co-cyber-insurance/merck-cyber-attack-may-cost-insurers-275-million-verisks-pcs-idUSKBN1CO2NP
[7] GSK scientists accused of stealing cancer research secrets
https://www.ft.com/content/96982a8c-c027-11e5-846f-79b0e3d20eaf
[8] A cyberattack has caused confirmed physical damage for the second time ever
https://www.wired.com/2015/01/german-steel-mill-hack-destruction/
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Efficient security automation and orchestration (SAO) is a
key component of robust, resilient security. Many healthcare
providers have limited funding; staff and resources therefore
need to be deployed intelligently and effectively. With systemwide monitoring and automated detection and response, a
small team can detect problems faster and respond more
effectively. Even when budgets might be larger, such as in a
multinational pharmaceutical manufacturer, dispersed facilities
attached to the network mean multiple points of potential
breach. Automating monitoring and alerts allows a quicker
response to threats.
An added benefit to good cybersecurity hygiene is that
effective monitoring and record keeping makes audits quick
and straightforward. With everything logged, reports can be
generated to meet all regulatory and compliance needs.

LogRhythm offers a
complete range of
treatments for security
threats facing the healthcare
industry. Through broadbased collection and
consolidation of machine
and forensic data, protecting
your organisation, your
clients and your bottom line
is simpler than ever.

• End-to-end workflow
for the SOC (Threat
Lifecycle Management)

• Real-time monitoring of
networks, applications
and users

• Regulatory and
compliance reporting

The best medicine
The LogRhythm NextGen SIEM Platform provides infrastructure
monitoring to detect malicious activity on the network – whether
from outside or insider threats. UEBA detects anomalous
activity and responds with alerts and automated mitigation.
SmartResponse automated playbook actions enable rapid
responses so in-house IT teams can focus on complex incident
response that requires skill and creativity. The budget goes
further without any compromise to effectiveness.
Network and application monitoring also supports reporting
to verify activities and security for regulatory compliance
and auditing requirements. Reporting becomes more
straightforward, rather than labour-intensive, via automated,
real-time processes. In addition, LogRhythm’s log management
and NextGen SIEM capabilities are designed for quick
deployment and scalability.

• The ability to directly
monitor user behaviour
over time and link
suspicious activity back to
users (UEBA/CloudAI)

• Embedded security
content (including rules,
alarms, correlations)
and third-party
technology integration

• Security automation and
orchestration (SAO)

• Fast time to value: Rapid
reduction in the mean
time to detect (MTTD)
and mean time to respond
(MTTR) to cyberthreats

LogRhythm’s integrated solutions provide visibility across
networks and notify users immediately when suspicious activity
is detected. They also deliver additional insights for other
performance issues, such as remote access connection failures
or missed scheduled software updates.
LogRhythm provides Compliance Automation Suites with
embedded content. The LogRhythm NextGen SIEM Platform
enables long-term and secure data storage as well as wizardbased data recovery. Other capabilities include privileged
user monitoring, web application defence, rapid forensics, and
advanced correlation and pattern recognition.
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LogRhythm CloudAI enables long-term analysis of user activity
data, where data is analysed using machine learning to baseline
behaviour across long periods of time to determine when shifts
may present a risk to the business. CloudAI automatically
surfaces behavioural anomalies to analysts for deeper
investigation when something needs attention.
The LogRhythm NextGen SIEM Platform provides industryleading threat detection and response capabilities – with
security automation and orchestration, and real-time
compliance and auditing support – that is fit to take on the
challenges of the modern threat landscape.

About LogRhythm
LogRhythm is a world leader in NextGen SIEM, empowering organisations
on six continents to successfully reduce risk by rapidly detecting,
responding to and neutralising damaging cyberthreats. The LogRhythm
platform combines user and entity behaviour analytics (UEBA), network
traffic and behaviour analytics (NTBA) and security automation &
orchestration (SAO) in a single end-to-end solution. LogRhythm’s Threat
Lifecycle Management (TLM) workflow serves as the foundation for the
AI-enabled security operations centre (SOC), helping customers measurably
secure their cloud, physical and virtual infrastructures for both IT and OT
environments. Built for security professionals by security professionals, the
LogRhythm platform has won many accolades, including being positioned
as a Leader in Gartner’s SIEM Magic Quadrant.
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“The visibility LogRhythm has given us has been a game
changer. The insight we now have is unparalleled and gives
us confidence that we can detect and mitigate a threat as
soon as it appears.”
– Donald Andango, Information Security Specialist, Salford Royal NHS Foundation Trust
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