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After years of refining your ArcSight deployment, your organization is moving to . .
a new platform. To what degree will your security posture be impacted? How
long will it take to see actionable results from your new solution? Reduced time Service ata Glance
to value is a major concern for customers transitioning from ArcSight. We've Minimal interruption when
created this service to streamline your platform's transformation. v~ switching from ArcSight to
At LogRhythm, we recognize the work you and your organization put into LogRhythm
configuring your ArcSight deployment. With our dedicated focus on delivering Guidance on how to reuse
a best-in-breed security solution, we maintain a strong track record of helping v~ your ArcSight content
organizations get the most value out of their previous ArcSight platform when within LogRhythm

switching to LogRhythm.

LogRhythm's Core Deployment

Building upon our continuing success in transitioning former ArcSight customers v/ and Threat Management
to the LogRhythm platform, we created the ArcSight to LogRhythm Transition Foundations Service
Service. This service aims to minimize interruptions while helping you understand

how to reuse your ArcSight content within LogRhythm. Plus, we help you adopt
the feature sets of LogRhythm's Threat Lifecycle Management platform that
distinguish us from other security vendors, such as case management and

out-of-the-box threat detection content.

Reuse your ArcSight Content

To expedite utility of your LogRhythm deployment, we will
help you identify existing ArcSight correlation rules and
events in order to translate these preferred functionalities
into your new LogRhythm platform, employing the threat
detection capabilities therein. With LogRhythm, you will
realize new use cases within a more efficient and robust
workflow. You will also experience faster time to value when
you switch platforms. With our ArcSight to LogRhythm
Transition Service, you will:

* Import existing list content to LogRhythm

*Import the ArcSight Asset Model to LogRhythm entities
for immediate use

+ Plug into any existing Threat Intelligence Services or
establish new ones

* ldentify ArcSight correlation events and rules, mapping
them to existing LogRhythm Advanced Intelligence
Engine content

Benefits of ArcSight to LogRhythm Transition Service

Accelerate time to value by working with an
expert to transition from ArcSight to LogRhythm

Recover previous work through mapping
ArcSight content to LogRhythm

Enable out-of-the-box

‘/ LogRhythm Core Threat
content and security
automation and orchestration

Set Up Your Deployment & Begin Detecting Threats
With our ArcSight to LogRhythm Transition Service, we
ensure a smooth integration of LogRhythm into your IT
environment. We work with your team to get your new
platform quickly deployed. We will:

+ Set and configure LogRhythm base components

* Enable LogRhythm Diagnostics module content

+ Collect log data (at least one of each log source type)

* Ensure Machine Data Intelligence (MDI) rule association

- Enable Core Threat Detection scenario-based
analytics content

+ Establish use of embedded incident orchestration
response tools

+ Adopt a playbook for handling activities recognized by
Core Threat Detection, such as compromised accounts
and endpoints

Establish effective monitoring, investigation,
and incident response processes immediately
with LogRhythm out of the box

Jump-start threat detection by deploying
content from the Core Threat Detection module
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