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LogRhythm Training -

Enterprise for Everyone

Flexible Training Options for Your Entire Team

We understand that training team members on security products and
platforms isn’t easy. It can be cost-prohibitive to train everyone you want.
What's more, finding the time to attend training sessions can be tricky with
competing priorities. And some employees may need additional training
than what was originally budgeted.

To ease these challenges, the LogRhythm Training and Enablement team
introduced a new training subscription* called “Enterprise for Everyone”.
The subscription offers an affordable and flexible solution that eliminates
the need for individual seat licenses and tokens, enabling your organization
to offer unlimited training and unlimited courses to as many people as
desired. The subscription is available to LogRhythm SIEM and LogRhythm
Axon customers and partners.

Under the Enterprise for Everyone subscription, LogRhythm offers a series
of product-specific courses to fit your needs and learning preference.
This includes:

+ Fundamentals courses: offer a flexible, self-paced format that contains
hands-on labs via virtual machines or simulated machines that learners
can launch on their own or are embedded within the course

+ Instructor led training courses: this format features a live instructor
(in-person or virtually delivered)

* Mini courses: short, self-paced courses, offered online without
an instructor

* Tutorials: bite-sized, focused demonstrations that include how-to
information you need, when you need it

*Subscriptions are available for 12- to 36-month terms and are sold
in 12-month increments for new customers.

Solution Brief

Benefits:

* Access unlimited classes to
maximize your training

* Accelerate your time to value
and your security investment

+ Eliminate cost concerns about
unexpected training expenses

* Take advantage of flexible payment
options with monthly installments

Features:

* Choose course styles that fit
your schedule and needs

* Reduce friction with a token-free
subscription offering

* Maximize learning with hands-on
labs and interactive activities


https://logrhythm.com/services/training/logrhythm-training/
http://logrhythm.com

Simplified Training Options

LogRhythm offers a variety of training options to get your team up to speed and accommodate users’ hectic schedules.
The LogRhythm Training and Enablement team simplified the learning paths to make it easier to get your team up and
running quickly using LogRhythm products.

The Training courses are designed to be financially accessible regardless of your budget or the size of your team.
Whether you are a team of two or are part of a larger group, our training options easily meet your needs.

Online Mini Courses:

Attendees can take these short format, self-paced computer-based courses on their schedule. These courses are
offered without an instructor.

Course Name Description Duration Role
LogRhythm What is SIEM? Introduction to SIEM and use cases 1.5 hours Analyst
SIEM
Intro to LogRhythm: . . Admin &
o Explore the roles of admins and analysts 20-30 mins
Administrators and Analysts Analyst
Foundations of the Obtain best practices and guidance
. 1.5-2 hours Analyst
Web Console on using the Web Console
Foundations of the Explore key SIEM administration .
. N ) 1 hour Admin
Client Console skills in the Client Console
LogRhythm My Account, Dashboards, Explore how to enroll as a user, use 1.5 hours Admin &
Axon and Widgets dashboards, and customize widgets ' Analyst
. - ) Admin &
Search Learn ways to optimize search capabilities 30 mins
Analyst
Reports Examine how to view, schedule, 30 mins Admin &
and export a report Analyst
Licensing, Access Controls, . . . .
Tour administration features 45 mins Admin

and Audit Logs

. Learn how to build and enable .
Analytics Rules . ] 1 hour Admin
rules and inspect observations

Learn how to add and configure agents to

Adding Agents . . 45 mins Admin
perform on-premises log data collection
Explore how Collectors and Log ) )
Collectors and Log Sources 45 mins Admin

Sources work together

) Learn how to configure Log Source Types ) )
Message Processing - . . ) 30 mins Admin
and create policies using Policy Builder

. Learn how the Lists feature can be used . .
Lists . . 30 mins Admin
to store, gather, and upload information



https://logrhythm-customers.sabacloud.com/Saba/Web_spf/NA7P1PRD051/common/ledetail/cours000000000003231
https://logrhythm-customers.sabacloud.com/Saba/Web_spf/NA7P1PRD051/common/ledetail/cours000000000003237
https://logrhythm-customers.sabacloud.com/Saba/Web_spf/NA7P1PRD051/common/ledetail/cours000000000003237
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https://logrhythm-customers.sabacloud.com/Saba/Web_spf/NA7P1PRD051/common/ledetail/cours000000000005867
https://logrhythm-customers.sabacloud.com/Saba/Web_spf/NA7P1PRD051/common/ledetail/cours000000000005860
https://logrhythm-customers.sabacloud.com/Saba/Web_spf/NA7P1PRD051/common/ledetail/cours000000000005861
https://logrhythm-customers.sabacloud.com/Saba/Web_spf/NA7P1PRD051/common/ledetail/cours000000000005868
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https://logrhythm-customers.sabacloud.com/Saba/Web_spf/NA7P1PRD051/common/ledetail/cours000000000005863
https://logrhythm-customers.sabacloud.com/Saba/Web_spf/NA7P1PRD051/common/ledetail/cours000000000005864
https://logrhythm-customers.sabacloud.com/Saba/Web_spf/NA7P1PRD051/common/ledetail/cours000000000005865
https://logrhythm.sabacloud.com/Saba/Web_spf/NA7P1PRD051/common/ledetail/cours000000000005866

LogRhythm
NDR

Course Name

What is NDR?

You Have LogRhythm
NDR: Now What?

How to Use: UI Deep Dive

& Feature Walk-through

How to Use: Cases Page

Customer Onboarding:
Integrations

Description

Learn about LogRhythm NDR

Learn 10 simple strategies for getting
the most out of your implementation

Explore the dashboard, users page, hosts
page, and incidents page and details

Learn how to investigate

Explore how to get the most
out of integrations

Duration

1 hour

15 mins

30 mins

20 mins

30 mins

Role

Analyst

Admin &
Analyst

Analyst

Analyst

Analyst


https://logrhythm-customers.sabacloud.com/Saba/Web_spf/NA7P1PRD051/common/ledetail/cours000000000005582
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Online Tutorials:

Short and focused, tutorials offer a quick way to get the information you need in an instant.

They include a demonstration video and step-by-step guide for how to complete a specific task.

LogRhythm
SIEM

Course Name

SecondLook in the Web Console

Adding and Using
Contextualize Actions

Viewing Agents & Log Sources

Data Processor Pooling

Trueldentity Sync:

Install, Configure, and Merge

Playbooks

List Management

Resource Center

Search & Tail

Description

Quick tutorial on how to use
SecondLook in the Web Console

Demonstration of how to add
and use Contextualize Actions

Demonstration of how to
view Agents and Log Sources

Demonstration of how to
configure Data Processor Pooling

Demonstrations of how to
install, configure, and merge
identities in Trueldentity Sync

Demonstration of how to create,
import, and use Playbooks

Demonstration of how to access
and view lists in the Web Console

Demonstration of how to access
the features in the Resource
Center for the Web Console

Demonstration of how to
create and use searches
and tails in the Web Console

Duration

20 mins

20 mins

20 mins

20 mins

20 mins

20 mins

20 mins

20 mins

20 mins

Role

Analyst

Analyst

Analyst

Analyst

Analyst

Analyst

Analyst

Analyst

Analyst


https://logrhythm-customers.sabacloud.com/Saba/Web_spf/NA7P1PRD051/common/ledetail/SIEM_SECONDLOOK_WEB_CONSO
https://logrhythm-customers.sabacloud.com/Saba/Web_spf/NA7P1PRD051/common/ledetail/SIEM_ADDING_USING_ACTION
https://logrhythm-customers.sabacloud.com/Saba/Web_spf/NA7P1PRD051/common/ledetail/SIEM_ADDING_USING_ACTION
https://logrhythm-customers.sabacloud.com/Saba/Web_spf/NA7P1PRD051/common/ledetail/SIEM_VIEW_AGENT_AND_LOG
https://logrhythm-customers.sabacloud.com/Saba/Web_spf/NA7P1PRD051/common/ledetail/SIEM_DATA_PROCESSOR_POOL
https://logrhythm-customers.sabacloud.com/Saba/Web_spf/NA7P1PRD051/common/ledetail/SIEM_TRUE_IDENTITY
https://logrhythm-customers.sabacloud.com/Saba/Web_spf/NA7P1PRD051/common/ledetail/SIEM_TRUE_IDENTITY
https://logrhythm-customers.sabacloud.com/Saba/Web_spf/NA7P1PRD051/common/ledetail/SIEM_PLAYBOOKS
https://logrhythm-customers.sabacloud.com/Saba/Web_spf/NA7P1PRD051/common/ledetail/SIEM_LIST_MANAGEMENT
https://logrhythm-customers.sabacloud.com/Saba/Web_spf/NA7P1PRD051/common/ledetail/SIEM_RESOURCE_CENTER
https://logrhythm-customers.sabacloud.com/Saba/Web_spf/NA7P1PRD051/common/ledetail/SIEM_SEARCH_TAIL

Fundamental Courses:

Attendees can register for foundational product training for security administrators and analysts via in-depth
learning paths for each role. Online training sessions are self-paced and are available on-demand. Virtual and
in-person training sessions are eight-hour sessions led by an instructor, which begin at 8:30 a.m. local time.

Course Name Description Duration II\)/IeeI::‘I:i:jy Role
LogRhythm This comprehensive course is .
SIEM 301: LogRhythm designed to provide attendees 20-24 hours i e
Administration with practical skills for managing Vit 6 Admin
Fundamentals day-to-day administrative tasks 3 full days In-Person
within the LogRhythm SIEM platform
This course is suited for system Online
302: Al Engine admins and SIEM content creators 6-8 hours dmi
Fundamentals who maintain and configure 1 full day Virtual or Admin
LogRhythm SIEM In-Person
305: Analvst This course is best for security 10-12 hours o e
Fundame!ntals analysts and other users who analyze Vil @ Analyst
— data in the LogRhythm platform 1 full day In-Person
LogRhythm Obtain best practices to perform
Cloud 304: LogRhythm administrative duties in a LogRhythm Online
Cloud Cloud environment 12-16 hours Cloud
Administration 2.5 days Virtual or Admin
Fundamentals (This course is a combined version of In-Person

Focused Courses:

301 and 302 for cloud customers)

Attendees can register for foundational product training for security administrators and analysts via in-depth
learning paths for each role. Online training sessions are self-paced and are available on-demand. Virtual and
in-person training sessions are eight-hour sessions led by an instructor, which begin at 8:30 a.m. local time.

LogRhythm

Course Name

Description

This course teaches participants how to

Duration

401: Custom MPE Rules ) All technical
SIEM _ , configure LogRhythm to use custom Regular 2 full days
Using Regular Expression . users
Expressions to parse data from log messages
Expand your knowledge of the Al Engine
402: Threat Detection Fundamentals Training with specific use cases 1full d All technical
ull da
with LogRhythm AI Engine that deepen your understanding of the U users
advanced features of Al Engine
5


https://logrhythm-customers.sabacloud.com/Saba/Web_spf/NA7P1PRD051/common/ledetail/cours000000000003525
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https://logrhythm-customers.sabacloud.com/Saba/Web_spf/NA7P1PRD051/common/leclassview/dowbt-SPOD_304
https://logrhythm-customers.sabacloud.com/Saba/Web_spf/NA7P1PRD051/common/leclassview/dowbt-SPOD_304
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https://logrhythm-customers.sabacloud.com/Saba/Web_spf/NA7P1PRD051/common/leclassview/dowbt-SPOD_304

Partner Enablement Courses:

These courses are required for LogRhythm partners seeking to become Support Services and Deployment Services
authorized partners (Managed Security Service Providers or MSSPs) and provide training on how to use, manage,
support, and deploy a LogRhythm solution. Virtual and In-person training sessions are led by an instructor.

LogRhythm will review customer requests to take Partner Enablement courses.
Contact CSM@logrhythm.com or your LogRhythm account team for more information.

Delivery
Method

Course Name Description Duration

LogRhythm Gain the skills and knowledge

Support
SIEM 320: LogRhythm  to handle common scenarios Virtual or pP
) . . 2 full days Engineers
Support Tier 1 encountered in LogRhythm issue In-Person & Admi
mins
triage and Tier 1 support tickets
This course covers platform review, Sales
330: LogRhythm . . i
. server and component configuration, . Engineers,
Installation and Virtual or
user management, alarm and report 5 full days* Consultants,
Deployment . ; ) ) In-Person
. creation, Linux host configuration, & Advanced
Training . .
and threat management foundations Admins

*In order to register for the five days of lab time, completion of eight mini courses is required; the estimated time to finish the eight
mini courses is 10-12 hours..

LogRhythm’

Course Catalog

Access the complete guide to
LogRhythm’s training and certification
programs via the Course Catalog.



https://gallery.logrhythm.com/training-documents/logrhythm-na-training-course-catalog.pdf
mailto:CSM%40logrhythm.com?subject=
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LogRhythm Certifications Options

To get the most out of your training, LogRhythm offers Partner-specific certifications are required to deploy
several certifications on its products. They include: or support LogRhythm customers. They include:
+ LogRhythm Platform Administrator Certification + LogRhythm Support Engineer Certification (LRSE):
(LRPA): requires completion of 301 Admin course, requires completion of 320 Support Engineer course,
a written exam AND 302 AIE I course and written exam and a practical exam
+ LogRhythm Cloud Administrator Certification (LRCA):  LogRhythm Deployment Engineer Certification (LRDE):
requires completion of 304 LR Cloud Admin course requires completion of 330 Deployment Engineer
and a written exam course, and a practical exam
* LogRhythm Security Analyst Certification (LRSA): Contact Training@logrhythm.com for more information.

requires completion of 305 Analyst course
and a written exam

Instructor Self-Paced

Led Training On-Demand Certification Customer Partner
301: Admin o o LRPA o o
302: AIE 1 o o LRPA o o
304: LR Cloud Admin + 302 o o LRPA-C o o
305: Analyst (] (] LRSA (] (]
401: Custom MPE Rules (] (] (]
320: Support Engineer (] LRSE (]
330: Deployment Engineer (] LRDE (]

Accelerate Your Time to Value

With the Enterprise for Everyone subscription, there’s no long wait times to take instructor-led training courses
or the need to purchase additional training tokens. LogRhythm makes training easy, affordable, and hassle-free.
Get the most out of your platform and the training your team needs to protect your organization. With the
Enterprise for Everyone subscription, your team has the tools it needs to be successful.

/ n.  Want to learn more? For account related questions or to purchase

training subscriptions, contact or reach out
to your LogRhythm account team.

info@logrhythm.com // 1.866.384.0713 // +44(0)1628 918 300 // +65 6222 8110 // +6128019 7185 // +97155 642 2224 www.logrhythm.com
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