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Identity: The Crux of Security

The protection and management of identity is requisite.
Audit and legislation will make it a more rigorous affair
in the coming years, requiring the creation of a more
dedicated identity management role within teams. Those
who cannot mask data or protect personally identifiable
information may not be able to transact with customers.
The financial penalties associated with the European U
 nion
General Data Protection Regulation have implications for
both governments and businesses:
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Expanded Use of Security Analytics

In-depth analytics such as machine learning (ML) techniques will grow in
importance to combat the growth in unknown attacks which cannot be effectively
addressed by rules- or signature-based controls. Emerging techniques such as
user and entity behaviour analytics (UEBA) help discover potential malicious
activities by analyzing the activity of users and related entities such as hosts,
applications, and data repositories.

48%

Security analytics provide
insight to log and flow data
into devices where agents
cannot be deployed. This
will become increasingly
important due to the of
emergence of the Internet
of Things (IoT).

of organizations
across APAC
have adopted
threat
detection

Why UEBA?
Governments in Asia Pacific
(APAC) region are increasing
local fines for data breaches

Businesses are compelled
to directly engage in the
issue of security such as
reporting on data breaches

Businesses need to understand that the issue is not one of
IT security as much as it is of business risk that IT can help
mitigate. This then shifts ownership of the security issue
back to the business.
CIOs securing networks may overlook the human factor.
People should become a business’ first line of defense,
rather than the weakest link in the security chain.

98%

Users were of Incidents
targeted in

93%

of breaches

UEBA learns credentials’ behaviors
and characteristics. This helps
enterprises identify and root out
attackers that impersonate
legitimate users.
Reality: Malware often goes
undetected and behavioral
anomaly is the last chance to
detect an indicator of compromise.

39%

Involving

phishing

pretexting

social
engineering
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of APAC
enterprises have
adopted UEBA,
well below global
adoption levels
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Zero Trust Shifts
the Focus of Security

A new security model which diminishes the
notion of ‘’inside’’ and ‘’outside’’ threats, akin
to Zero Trust.
Trust shifts from the perimeter to individual
devices and users.
This model gives the same treatment to
users from both within and outside the
organization. Thus, e
 ven staff members are
subjected t o more stringent authentication
methods, e.g. “live” validation for access to
corporate resources, a move away from the
privileged account philosophy.

It is used to establish a pattern
of user and entity behavior on a
network (i.e. normality and histories
of each entity).
Significant difference between
APAC and global average time to
detect cyber threats:
Time to detect a cyberthreat (days)

500

100
APAC

Global

Region

Source: IDC FutureScape: Worldwide Security Products and Services 2019 Predictions – Asia/Pacific excluding Japan Implications
(#AP43912919, January 2019); *Verizon Data Breach Investigations Report (DBIR) 2018, **FireEye M-Trends 2018 APAC Edition
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The Wide Spectrum of Cyber Attacks Requires In-depth Analytics
Known-known Attacks

Known-unknown Attacks

Unknown-unknown Attacks

Tactics, techniques, and procedures (TTPs) of both
the vulnerability and exploit used are known by the
information security community. Examples include
commodity malware and common phishing emails.

Any attack that has been triggered by a known vulnerability,
but a specific exploit has yet to be developed or used
and is subsequently discovered. A good example is the
WannaCry ransomware, where threat actors used the wellknown EternalBlue vulnerability to target computers using
Microsoft Windows. The ransomware encrypted files and
demanded users pay a ransom before their data could be
released.

Any attacks that are triggered by previously unknown
vulnerabilities and unknown exploits. In 2018, India’s
Aadhaar system, which issues Indian residents unique
identification numbers, was hacked by unknown
actors. This resulted in the personal data of more than
1 billion people being made available for purchase.

Typically, known-known types of attacks can
be effectively addressed by traditional rules- or
signature-based security controls. Moreover,
scenario-based analytics can recognize established
TTPs or known scenarios as they occur.

Another major source of unknown-unknown
attacks are insider threats which originate within an
organization, including current or former employees,
contractors, or third-party service providers.

Unknown types of attacks cannot be effectively addressed by traditional rules-based security controls. T
 his requires
in-depth analytics to discover potential malicious activities by analyzing the activity of users a
 nd related entities such
as hosts, applications and data repositories.

Key weakness: The human factor
From Verizon’s DBIR 2018 report

x
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Likelihood of
companies
experiencing
a breach via
Actual Vulnerabilities
compared to
Social Attacks.

HEAL HCARE

56

*Source: Verizon Data Breach Investigation Report (DBIR) 2018 Report.

%

Threat from inside was
greater than that from
outside in healthcare.

Employees were also abusing their
access to systems or data.
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Enhance Visibility and Control at User & Entity Level
To tackle user-based threats, it is vital to leverage UEBA behavior-based analytics that leverage supervised or unsupervised ML.
It will detect compromised credentials, lateral movement and high-risk behavior that fall out of baseline profiles.

Analytics performs anomaly detection with both speed and accuracy
Insider Threats
Scenario:
User logs into corporate
network with legitimate
credentials and runs
unusual queries. The
legitimate credentials are
being used to commit a
data breach.

UEBA:
Detects when hackers have
control of a network user’s
credentials, regardless of attack
vector or malware.
Potential indicators:
• Deviation from peer group
• Unusual login times
• Abnormal password activity

Privileged Account Abuse
Scenario:
Privileged users, who
have elevated access to
sensitive systems, may
misuse data or become the
target of hackers.

UEBA:
Identifies specific attacks on
privileged users by monitoring
lateral movements and when
sensitive, high-value assets
are accessed, along with other
indicators of risk, such as
account lockouts and accounts
that have gone dormant.
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UEBA provides visibility into user and entity behavior
to prevent data breaches by both careless and
malicious users inside and outside the organization.
Focusing on your users and their
activity data gives your security team
a competitive edge in identifying
threats. You will obtain the insight you
need to recognize suspicious activity
and discover behavioral changes
indicative of threats across the
Spectrum of Attacks.

UEBA alone does not equate to security.
It assists real-time detection by focusing on users’ activities
alongside monitoring, and correlating endpoint and network data,
as part of an end-to-end threat life cycle management.
This enhances enterprises’ ability to detect unknown threats,
and significantly reduces the mean-time-to-detect, minimizing an
organization’s exposure to cyber risk.
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Adoption of UEBA Solutions across APAC
Organizations in APAC recognize gaps in their current threat detection and incident response approach, and are actively pursuing a
more effective strategy. One sign of this is the growing adoption of UEBA in the region to enhance legacy security information and
event management (SIEM) platforms or improve security operations and incident response flows.

Tight integration of a UEBA solution with SIEM platform enables:
Detection of hidden
threats and reduction
of false positives

SecOps teams to
scale, as threats
evolve

Acceleration of
incident response

Streamlining of SOC operations
to reduce mean-time-to-detect
and mean-time-to-respond

Q: Please identify your company’s stage of implementation, or use of user behavior analytics?
BY GEOGRAPHY

BY INDUSTRY

70%
60%

Not considering
50%

50%

Researching/
Under consideration

40%
30%

Piloting/Proof of concept

In production in
business unit/department

10%

38.6%

30%
20%

20%

0%

40%

In production enterprise-wide
APEJ

ANZ

GCR

India

Korea

Asean

of organizations across APAC indicated that they are
implementing user behavior analytics with highest
implementation in Korea.
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APEJ
ANZ
GCR
ASEAN

- Asia Pacific excluding Japan
- Australia and New Zealand
- Greater China Region
- Association of Southeast Asian Nations

10%
0%

Financial
Services

Mfg &
Construction &
Services

Distribution
and Services

Infrastructure
Services

Public
Sector

Top three implementors: Financial services, public sector
and infrastructure services

*Source: IDC Asia/Pacific 2018 Digital Trust and Cybersecurity Economics Survey, November 2018, n=402
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Leveraging UEBA to Achieve Highly Effective Security Operations
IDC believes that an enhanced level of analytics includes supervised and unsupervised ML, scenario-based analytics, and deep
behavior profiling models to unlock the potential of effective threat management, resulting in a robust security posture.

Ensure Data Quality

Tie to an Identity

Organizations need to normalize
and enrich the data, which has been
collected and generated from diverse
sources, t o enable effective analysis
and b
 aseline creation.

Associating normalized data to
an identity is critical to a UEBA
solution. Monitoring users and their
associated hosts’ activities together
enables better visibility and helps
detect anomalies.

Efficient preparation of data will
ensure that the UEBA solution will
not include blind spots, or create
false negatives and false positives
by mischaracterizing harmless
anomalies as threats.

To achieve higher accuracy, it is
important to associate the activity from
each unique account identifier into a
single identity or profile.
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Integrate with SIEM
An effective UEBA solution analyzes
data, enabling visibility across the
Spectrum of Attacks, from knownknown attacks to unknown attacks.
The UEBA solution can be tightly
integrated with the SIEM platform,
and overall end-to-end detection and
response workflow to accelerate threat
qualification and investigation to
expedite detection and mitigation.
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IDC Recommendation: Build an Analytics-empowered SOC
Many security operation centers (SOCs) are understaffed and ill-equipped to cope with an overwhelming number of alerts. Security
platforms must enable SOC analysts to be more efficient. Tier 1 analysts, who often have the laborious task of triage and making a
preliminary pass-through of stacks of alerts, must become tier 2 threat hunters capable of detecting, convicting, and remediating most
security threats. This allows tier 3 hunters to only work on active breach environments.

The Situation Today

What Makes an Effective SOC?

Inadequately prepared SOCs

SOCs are often chasing noise due
to improperly tuned security and
vulnerability management tools.
The changing face and nature of alerts:
Segmentation of the network by business
use cases or applications has brought
granularity to the generation of alerts
The proliferation of IP-based connected 		
devices has created a new generation 
of alerts

Analytics solutions are the answer to
understaffed SOCs, which are struggling
to keep up with the growing volume and
complexity of cyberthreats. It helps to:
Establish normality and histories of each
entity (UEBA)
Determine criticality based upon the
veracity of the threat, the amount of
exposure, and exploitability.
Survey the alert hierarchy and winnow out
redundant alerts.

In order to build an effective SOC, the following should
be considered:
Gauge the effectiveness of an SOC by its:
Mean-Time-to-Detect
Mean-Time-to-Mitigate
Mean-Time-to-Patch
Rate of Automated Response
Alert Accuracy
Alert Coverage – can the SOC process alert information
for multiple tenants (e.g. public, private cloud) and from
multiple flows (endpoint, IoT devices, external threat
intelligence) to mitigate attacks/malware?

This IDC InfoBrief was produced by IDC Custom Solutions. Copyright 2019 IDC. Any IDC information or reference to IDC that is to be used in advertising, press
releases, or promotional materials requires prior written approval from IDC. For more information, email: AP_Permissions@idc.com
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Accelerate Accurate Threat Detection & Mitigation with LogRhythm UEBA
Enrich and
Normalize Data
LogRhythm UEBA leverages its patented
Machine Data Intelligence (MDI) Fabric to
make your data more powerful by preparing a

highly consistent and predictable data set.
How does MDI work?
MDI instantly dissects each log from
across your IT environment, automatically
parsing a
 nd inferring more than 100
unique metadata fields, giving you
clean, normalized data enriched with
uniquely powerful contextualization and
classification.
A 3-tier classification taxonomy that
deciphers and decodes data into actionable
insights further enriches your data.

Accurately
Establish Identities

Harness Full-spectrum
Analytics for Complete Visibility

TrueIdentityTM consolidates a user’s disparate
account types and identifiers into a single
identity. Baselining a user’s profile and
comparing that activity to the user’s peers,
you can rapidly surface anomalous behaviour
for qualification and investigation.

LogRhythm delivers scenario and behavior-based analytics that
corroborates insights, providing visibility across the spectrum of
cyber attacks.

TrueHost combines multiple host identifiers
into a single profile - enabling comprehensive
visibility into the activity of specific users and
hosts. TrueHost accurately models threat
scenarios across disparate sources of log data
for deeper, more accurate behavioral profiling
in support of network traffic and behavioral
analytics (NTBA).

LogRhythm AI Engine applies scenario-based analytics in real time,
leveraging diverse techniques (e.g., correlation, pattern matching,
statistical analysis, etc.) to detect threats. AI Engine automatically
corroborates and links related alarms, identifies threat progression
along the stages of the Cyber Attack Life Cycle, and elevates risk
scoring as appropriate.
LogRhythm CloudAI identifies unknown attacks or zero-day exploits
with behavior-based ML. Deep behavior profiling enabled by
supervised and unsupervised ML provides anomaly detection by
recognizing subtle shifts in user activity.
CloudAI forwards its anomaly-based observations to AI Engine,
enabling enhanced corroboration and improving the accuracy of
threat detection and prioritization.

The result
A deeper understanding of
your organization’s log and
machine data, enabling your
team to accurately identify
and prioritize true threats
and anomalies.

Accurate cross-device
scenario analytics and deep
behavioral profiling of users,
enabling you to recognize
and expedite investigative
workflows faster.

You can focus on the problems that require intuition
and creativity, and let ML help your security
operations scale to defeat evolving threats.
An automated, continuous analysis and
correlation of all activity within the environment.

Rapid threat detection and response is crucial – minutes or seconds can result in a damaging data breach.
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Accelerate Accurate Threat Detection & Mitigation with LogRhythm UEBA
Automate
Incident Response

Streamline Security Operations
with Case Management

Integrate UEBA with an
End-to-end SIEM Platform

LogRhythm’s SmartResponseTM

Case management and incident
management workflows support
standardization of key processes, so
SOC teams work seamlessly together
to investigate user-based threats.

Benefit from rapid time to value through
out-of-the-box data processing, automated identity
contextualization, powerful search analytics tools,
and embedded SOAR when you tightly integrate
UEBA with SIEM.

Fully automated playbook actions
speed up incident qualification. For
less experienced analysts, playbooks
provide repeatable procedures to
expedite onboarding and rapidly
develop necessary skill sets.

The result
Inefficiencies caused by data
duplication, dual platform administration,
and swivel-chair analysis are eliminated.

automates a wide range of
analyst tasks. Semi-automated,
approval-based a
 ctions also
allow review before counter
measures are executed.
Manual tasks are eliminated,
allowing a rapid response to
potentially harmful user activity.

The result
Increased productivity and accelerated
incident response, reducing your Mean
Time To Respond (MTTR)

Minimize total cost 
of ownership with 
a unified and
field-proven platform.

UEBA solutions that provide embedded SOAR accelerate threat qualification and investigation to expedite mitigation.
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