A REPORT ON
WORKPLACE SECURITY

In Asia Pacific, enterprises were expected to spend US$230 billion in 2014 to deal with
cyber breaches, and it wasn’t enough. In this age where cyber attacks are growing more
sophisicated by the day, there is no question that your organisation will be breached.
The threat won’t lessen as time goes on as cybercrime is hugely profitable. In fact, it is
now more profitable than the illicit drug trade and it is a powerful magnet attracting
unscrupulous individuals, organised crime rings, and even nation states interested in
doing bad for profit.
As enterprises go global and workers access confidential data and documents across different mediums, the surface of attack for cyber criminals is just getting larger. Our survey across three different key markets for LogRhythm – Australia, Hong Kong and Singapore – is to gauge the perception of cybersecurity among workers and their managers.
We already know that companies in this region are more likely to have an IT security
strategy that is aligned to the needs of the business and to have a senior executive who
communicates the importance of security. What we needed to find out was whether
employees share the same sentiment and if they are taking the same precautions.
As they say, you are only as strong as your weakest link. It is important for organisations
to identify where that weakest link is – be it people, software, or hardware. It is time to
change the mindset from trying to prevent cyber attackers from getting in. There is simply no way today. It is time to find out how to find them when they get in and kick them
out before they get to do real damage.
Bill Taylor-Mountford
Vice President, Asia Pacific and Japan
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METHODOLOGY
This study was conducted on an online, permission-based
panel in each of three countries: Australia, Singapore, and Hong Kong.

A representative sample of workers aged 18-64 years was drawn in proportion to age, gender
and location. Eligibility was determined by work status (full-time or part-time) and number of
employees at their place of work (20 or more employees).

The same questionnaire and design was used in each of the three countries.

For Australia the
sample is based on
n=1,003 workers in
‘large’ companies
across Australia.
The sample comprises:

Western
Australia

Queensland
South
Australia

NSW/
ACT

Victoria
Tasmania

257
The sample was 257 in Singapore and in Hong Kong.
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MAIN FINDINGS

DEVICES USED AT WORK

90%

Most workers in Singapore have their own
work PC or laptop (90%), as compared to
80% in Hong Kong and 62% in Australia.
In Singapore, workers are also more likely
to have laptops and use their own mobile
phones for work.

says:

You need to understand how employees are
accessing their work files and build a security
solution that will enable them to do their work
and not compromise your system.

SERVICES ACCESSED AT WORK
Almost everyone in each country accesses work emails, the internet, and work documents and files.

Hong Kong workers (51%) are more likely
than others to work online/use cloud
services in comparison with Australia
(35%) and Singapore (42%).

says:

In this connected age, it is no longer a question
of if you will be breached, but a question of
when. Ignorance is not bliss when it comes to
cybersecurity.

PASSWORDS
Almost everyone (96% -97%) needs a password to access their work
computer.
,
In each country, three in four workers claim to have changed their
password in the last 12 months.

Singapore workers are more likely than others
to keep their passwords in an unsecure place
(41% compared to 22% in Australia and 36%
in Hong Kong).

14%

19%

18%

The type of password used is similar across countries. In Australia, 19% of workers use one password for everything, as compared to 14% in Hong Kong and 18% in Singapore. This is mainly due
to a higher proportion of part-time workers in Australia.

says:

More than 60% of cyber attacks originate from
breach of credentials. Remember to tell your
employees to store them in a secure location!

PREFERRED ACCESS SECURITY
OPTION
At least half of workers in each
of the three countries prefer
‘password only’ for work
access.

For security options for their
personal life, workers prefer
‘security chip plus pin number’
(43% in Australia, 61% in
Singapore and 51% in
Hong Kong).

Hong Kong workers are less
open to Tap&Go technology
(8% compared to 15% in
Singapore and 18%
in Australia).

DATA SECURITY AT THE
WORKPLACE
Work confidential information and data appears to be less at risk in Australia
(33%), compared to Singapore (58%) or Hong Kong (51%).

However, Singapore workers are more likely than others to say that there are work
systems in place to stop unauthorised access (71% in Singapore say this compared
to 67% in Hong Kong and 58% in Australia).
Even so, a higher proportion of Hong Kong and Singapore workers say that
work colleagues are making unauthorised access to confidential work
information or data (30% in Hong Kong, 21% in Singapore, and 13% in
Australia).
In Hong Kong, 41% of workers say that they have at least once accessed
documents that they shouldn’t have, as compared with 21% in Singapore and 17%
in Australia.

MANAGEMENT VIEWS ON
DATA SECURITY

59% of managers in
Australia say that their
company is serious about
security of information.

73% of managers in
Singapore say that their
company is serious about
security of information.

60% of managers in Hong
Kong say that their company
is serious about security of
information.

86% of Australian managers
say that the large majority of
workers take security of
company information
seriously.

81% of Singaporean
managers say that the large
majority of workers take
security of company
information seriously.

89% of managers in Hong
Kong say that the large
majority of workers take
security of company
information seriously.

WORKER VIEWS ON
DATA SECURITY

94%
People downloading infected files or malware
is generally seen as the greatest threat (53% in
Singapore compared to 35% in Australia and
Hong Kong).

44%

Across the three countries, employee-related risks
are seen by workers as the greatest threat to data
security for their company, but it is higher among
Singapore workers (94% of Singapore workers say this
compared to 86% of Hong Kong workers and 72% of
Australia workers).

53%

In Singapore, workers are more likely to mention potential threats from employee theft (44% compared to
24% in Hong Kong and 24% in Australia).

says:

Employees are great assets to a company but
internal breaches are one of the hardest threats
to mitigate. Organisations need a solution that
will enable them to reduce the mean time to
detect such threats and respond before material damage is done.

LogRhythm, a leader in security intelligence and analytics, empowers organizations around the globe to rapidly detect, respond to and neutralize
damaging cyber threats. The company’s award-winning platform unifies
next-generation SIEM, log management, network and endpoint forensics,
and advanced security analytics. In addition to protecting customers from
the risks associated with cyber threats, LogRhythm provides innovative
compliance automation and assurance, and enhanced IT intelligence.
LogRhythm is consistently recognized as a market leader. The company
has been positioned as a Leader in Gartner’s SIEM Magic Quadrant report
for three consecutive years, named a “Champion” in Info-Tech Research
Group’s 2014-15 SIEM Vendor Landscape report and ranked Best-in-Class
(No. 1) in DCIG’s 2014-15 SIEM Appliance Buyer’s Guide. In addition,
LogRhythm has received Frost & Sullivan’s SIEM Global Market Penetration Leadership Award and been named a Top Workplace by the Denver
Post. LogRhythm is headquartered in Boulder, Colorado, with operations
throughout North and South America, Europe and the Asia Pacific region.
For more information about this report, you can contact:
Joanne Wong, Head of Marketing, Asia Pacific & Japan
Tel: +65 6222 8110

