
About LogRhythm and Anomali
LogRhythm and Anomali have 
developed an integrated solution for 
comprehensive security intelligence 
and threat management. LogRhythm 
automatically integrates actionable 
intelligence from the ThreatStream 
Platform with other machine data 
collected throughout the enterprise 
for comprehensive, real-time threat 
visibility and next-generation security 
analytics. By leveraging ThreatStream 
with LogRhythm’s Threat Intelligence 
Service, customers benefit from 
increased threat intelligence and 
accurate risk management. The 
combined solution delivers the 
ability to rapidly detect, validate, 
and streamline incident response 
time to cyberattacks.

Benefits
Comprehensive security and threat intelligence management

Automated correlation of threat data and actionable threat 
intelligence collected across the enterprise

Rapidly detect, validate, and streamline incident response 
time to cyberattacks

Increased efficiencies with higher fidelity signals lead to 
more accurate risk mitigation

Solution
LogRhythm SIEM integrates Anomali’s real-time threat intelligence 
into LogRhythm’s Threat Intelligence Service (TIS) by automatically 
correlating machine data collected from the extended enterprise with 
actionable intelligence that Anomali’s ThreatStream analyzed from 
the web. The combined solution provides comprehensive, real-time 
threat detection.

By leveraging Anomali’s instantaneous threat intelligence with 
LogRhythm’s TIS, customers benefit from actionable insights and 
accurate risk management. The combined solution provides the ability 
to rapidly detect, validate, and prioritize security events, accelerating 
incident response.

LogRhythm integrates with Anomali ThreatStream 
for enhanced threat intelligence management
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For more information, request a LogRhythm demo. 
logrhythm.com/demo

Cyber threat intelligence collection
LogRhythm’s Threat Intelligence Service allows threat 
data feeds from third parties, such as Anomali, to be easily 
integrated into any LogRhythm deployment. TIS integrates 
with various open-source providers and supports custom 
Structured Threat Information Expression (STIX) and 
Trusted Automated Exchange of Intelligence Information 
(TAXII) providers. When TIS is combined with LogRhythm’s 
Threat Intelligence Module, data collected by Anomali is 
ingested and analyzed. Alerts ingested by LogRhythm 
become actionable, reducing detection and response times 
by alerting customers to threats in their environment.  

How it works
Anomali’s ThreatStream automatically captures all relevant 
threat intelligence data from across the World Wide Web 
to include open-source OSINT feeds, machine-readable 
indicators of compromise (IOCs), and hundreds of other 
sources. This is done at regular intervals which customers 
set, based on their needs. Doing so provides context 
around threat intelligence that matters most to customers 
while allowing the data to be shared across trusted 
communities for secure collaboration to speed threat 
identification and threat management advice.

Customers can configure alerts specific to their needs, 
providing real-time alerting, which is then ingested by 
LogRhythm’s TIS. Based on the customer’s configuration, 
risk lists are generated that include malicious indicators, 
such as IP addresses, domains, URLs, and hashes, which 
are used for correlation via AI Engine rules. These risk 
lists of malicious indicators can drastically improve 
detection in the LogRhythm SIEM platform. With Anomali’s 
ThreatStream, LogRhythm users can enrich indicators 
anywhere in the platform and obtain valuable context 
around them.

Threat intelligence data is continually imported from 
Anomali into LogRhythm for immediate recognition of 
user/entity, network, and endpoint behavior involving 
malicious sources, emerging threats, and indicators of 
compromise. This provides deep forensic visibility into 
activity to and from threatening IPs, URLs, and domains 
that have been identified by Anomali’s ThreatStream 
allowing for the delivery of operational threat intelligence 
to customers’ security controls for real-time blocking 
and monitoring. At the same time, the integration 
allows for accelerated insights with LogRhythm and 
an investigations product for analysis, research, and 
finished intelligence publication.

Real-time threat intelligence

Harvest global threat data from 
hundreds of diverse sources 
across the web

Threat intelligence scoring, data 
deduplication, and global 
intelligence feed ROI optimizer

User and entity behavior analytics 

SIEM and log management

Network monitoring and forensics

Endpoint monitoring and forensics

Security orchestration, automation, 
and response

Security Operations PlatformAnomali

LogRhythm Labs

Other log, security, and machine data

LogRhythm forensic sensor data

Machine Data Intelligence
Automatically collect and

process data from across the 
distributed environment

STIX/TAXII
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