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GDPR COMPLIANCE SIMPLIFIED
For most organisations, gathering, processing, and exchanging personal data
is a commonplace, daily exercise. Great advancements in technology and an
increasingly globalised environment over the past 20+ years have enabled a
much higher rate of data processing, data exchange, and international transfers
of personal data. This data revolution introduced new challenges in matters of
personal data protection. Recognising the shortcomings of the then-current
regulation, European Directive 95/46/EC, the European Commission has passed
new legislation—the General Data Protection Regulation (GDPR). The overarching
goal of the GDPR is to strengthen and unify data protection for all individuals
within the European Union (EU).
This paper introduces the LogRhythm GDPR Compliance Automation Suite
(hereafter referred to as the LogRhythm GDPR Compliance Module), a solution
that empowers you to protect the personal data your organisation holds, while
also helping you meet and exceed your GDPR compliance needs.

LogRhythm provides automated
compliance support for the GDPR
The LogRhythm GDPR
Compliance Module ensures
that you meet your compliance
needs and helps to bolster your
security operations program,
saving you time and money.
With LogRhythm, you’ll be able
to monitor and protect personal
data in your environment.

Compliance module features:
• Pre-built AI Engine rules and
alerts mapped to GDPR articles
• Highly customisable and flexible
visualisations via dashboards
• Fast and granular
customisation capabilities to fit
your organisation’s unique IT
environment and policies
• Robust case management
and automation playbooks to
enhance security workflow
• Predefined reports to
easily document evidence
of compliance
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The GDPR Compliance Regulation at a glance
All organisations doing business with individuals or other
organisations within the EU fall under the scope of the
GDPR. If an organisation collects and processes the
personal data of European citizens, it will be subject to
compliance with the new law. Non-compliance will result in
formidable consequences, including fines up to £20m or 4%
of your organisation’s global annual turnover—whichever
is greater—depending on the severity of the infraction. In
addition, for US-based organisations, the Federal Trade
Commission and the Department of Transportation could
influence GDPR non-compliance as an international offense.
The GDPR goes into effect 25 May, 2018, following a two-year
implementation phase. The GDPR articles are largely focused
on the concept of privacy by design, meaning organisations
should proactively embed privacy into the design
specifications of information technologies, organisational
practices, and networked system architectures.1

Ensuring compliance with the GDPR promises to be a major
operational and technological exercise for organisations.
Organisations must change how data is managed per the
seven principles above. Furthermore, if they meet certain
criteria, 2 organisations must also hire a data protection
officer (DPO) whose job it is to ensure compliance with the
GDPR and provide relevant training within the organisation.
Given the breadth of the GDPR, no single solution provides
automatic compliance with all aspects of the regulation.
However, the LogRhythm Threat Lifecycle Management
Platform can help. The LogRhythm GDPR Compliance
Module offers a streamlined and simplified way to help meet
this new regulation by providing a fundamental security
framework designed to help organisations address the
technology requirements of the GDPR, as well as reduce
risk, avoid fines, and help preserve the ability to conduct
business in the EU.

The GDPR legislation is a daunting document with
99 Articles and 173 Recitals that outline the new,
comprehensive standards. This regulation can be
summarised into seven equally-weighted principles:
1. Lawful, fair, and transparent processing: Explicit
consent by the consumer is critical before any personal
data can be captured, processed, or stored. Also allows
for the ‘right to be forgotten,’ where a consumer can
request their personal data be deleted. Individuals
also have the right to access all their personal data a
company may hold.

The GDPR applies to any company doing business within the
EU. Simply put, if an organisation offers goods or services,
maintains offices, or operates a website in the EU, GDPR is likely
to affect that organisation.

2. Purpose limitation: Organisations must have a legitimate
and lawful purpose for processing personal data.
3. Data minimisation: Organisations should capture
the minimum amount of data needed for the
specified purpose.
4. Accurate and up-to-date processing: Organisations
must employ data controllers to ensure information
remains valid, accurate, and fit for the specified purpose.
5. Limitation of storage in the form that permits
identification: Discourages organisations from keeping
personal data for longer than is necessary.
6. Confidential and secure: Organisations must protect the
privacy and integrity of the data by ensuring its security.
7. Accountability and liability: Organisations must
demonstrate compliance to the regulation.

1
2

Privacy by Design, https://www.ipc.on.ca/privacy/protecting-personal-information/privacy-by-design
https://www.privacy-regulation.eu/en/37.htm
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SIEM solutions are ideal for GDPR compliance
As the GDPR is so broad, knowing is half the battle. Many
organisations don’t know what data they hold, making the
idea of a data breach even more frightening. Additionally,
accomplishing the validation of modern regulations using
manual processes is surely impossible.

As a recognised leader in the SIEM space, LogRhythm offers
several differentiating features:
• Machine Data Intelligence (MDI) Fabric recognises more than
800 different technology solutions and ensures LogRhythm
can interpret data from virtually any device or technology
partner in your organisation.

Security Information and Event Management (SIEM) solutions
like LogRhythm’s platform are the answer to the dilemma of
• AI Engine delivers automated, continuous analysis and
knowing your data. The SIEM gathers data from devices across
correlation of all activity, helping you connect the dots in ways
the environment (firewalls, network, anti-malware, and more)
other solutions won’t allow.
into a single place. SIEM solutions are also capable of monitoring
• Risk-based prioritisation combines every event with a risk, a
all user and system activity then analysing and correlating that
threat, and confidence score. These are weighted to arrive at
data to identify suspicious or malicious behaviour.
a 100-point risk-based priority score, ensuring your security
A properly configured, full-featured SIEM can help your
teams are focusing their time on the most impactful threats.
organisation both grow in security maturity and address
many GDPR articles.

The LogRhythm GDPR Compliance Module
A component of LogRhythm’s unified security platform, the
LogRhythm GDPR Compliance Module helps organisations
comply with technology-focused GDPR articles through
24x7 monitoring and real-time alerting to events that
may lead to a data breach or compliance violation. The
module uses highly normalised data, advanced correlation
rules, machine learning, and security automation and
orchestration to help you improve your cybersecurity
maturity and reduce risk.
The GDPR Compliance Module consists of the following
pre-built content:
• Lists: Log source lists, user lists, and location lists

Before implementing the module, your organisation
will need to undergo an assessment to determine the
personal data coming in, where it may be stored, what
processing is currently being performed, and the results
of that processing. As part of the module documentation,
LogRhythm offers a pre-implementation checklist detailing
the collection of infrastructure criteria necessary to take
advantage of the GDPR Compliance Module and ensure
nothing is overlooked.
The LogRhythm GDPR Compliance Module offers several
important capabilities to help organisations comply
with the GDPR guidelines. Let’s take a look at how the
compliance suite helps you address the technicallyoriented GDPR articles:

• AI Engine rules and alerts: Identify and alert on
actionable events

Data/system classification and risk management

• Investigations: Dive deep into data for review and analysis
• Reports: Summary and detail reports
Free to all LogRhythm customers, you’ll realise instant results
upon integrating and implementing the GDPR Compliance
Module, thanks to LogRhythm Labs’ embedded expertise.
LogRhythm Labs does the heavy lifting—performing
months of research to develop content that ensure articles
can be addressed. The pre-built content and dashboards
within the LogRhythm platform provide holistic visibility and
improve detection and response capabilities. The solution
is designed to be much more efficient and effective than
manual processes and other technologies. No matter
your company’s security maturity, LogRhythm’s GDPR
Compliance Module offers immediate benefits.

GDPR compliance starts with understanding the
data in your environment. Once you understand
the data you hold, where it’s located, and its sensitivity
level, you can determine the data most at risk. Setting
the risk rating of data involves classification. For example,
personally identifiable information, such as someone’s
date and place of birth, should be classified to show it
has a higher risk. Systems containing data can then be
classified based on the sensitivity of the data they hold.
Your organisation likely has a complex environment
consisting of millions of individual log entries generated
from a diverse set of data sources. To achieve full visibility,
LogRhythm can collect information from every device,
application, and sensor in your environment.
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Then, LogRhythm’s patented Machine Data Intelligence
(MDI) Fabric processes all these log messages into a highly
usable format by automatically classifying and adding
contextual structuring to each, providing deep intelligence
right at your fingertips. System classification is reflected
within the LogRhythm platform through entity structure, log
sources, and risk valuation.
Once a general framework is implemented, you can easily
customise rules and alerts to fit your organisation’s unique
IT environment and policies. LogRhythm makes it easy
to apply the results of your audit-related resources to
customise the risk rating of each server, infrastructure
entity, host, and alarm within your environment.
Specifically, you can apply insights from:
• Various risk assessments
• System categorisation
• Data discovery and classification
These ratings are used by LogRhythm’s AI Engine to monitor
your environment 24x7 and automatically escalate and
prioritise alerts specific to your organisation’s risk profile.
AI Engine rules and alerts take the manual processes out of
monitoring to help you effectively reduce risk through faster
detection and response capabilities.

Logical and physical protection of personal data
The objective of the GDPR is to protect personal
data. For compliance, organisations need granular
control over how and where personal data resides and is
accessed. Data is often replicated across one or more data
centres for purposes like high availability, disaster recovery,
and backups. This makes it difficult to understand where
all copies of the data are and who has access. However,
controlling physical access to the data is only one step.
Controlling logical access to personal data is at least as
important, if not more.
LogRhythm monitors physical access to data centres and
servers then correlates that data. Not only can LogRhythm
help you prevent unauthorised access by alerting on
access failures, but correlation can alert you to suspicious
activity, such as an unknown host seemingly transferring
data from a location known to contain personal data.
Details on physical access activity are available via pre-built
investigations and reports.
Geographic IP, a feature unique to LogRhythm, enriches
your log data with geographic context. Knowing the location
of inbound and outbound traffic can be very useful for
identifying when data may be entering your environment
from an EU member country. Knowing if an event within
your environment involves an EU member country facilitates

LogRhythm’s Consolidated Compliance Framework
Compliance is complicated, and organisations already
hold extensive data. LogRhythm’s Consolidated
Compliance Framework:
• Increases efficiency
• Decreases duplicates across modules
• Drastically improves threat module support
• Enacts more effective data segregation
• Unifies future compliance modules without losing
proper data segregation
LogRhythm compliance modules released after
software version 7.2.6 follow a Consolidated Compliance
Framework (CCF) that structures objects associated
with the support of common compliance controls across
different regulations for sharing between compliance
modules. By using restricted user profiles to separate
reports, alarms, dashboard content, and more, the need
for maintaining duplicate objects and rules is eliminated.
Applied to the GDPR Compliance Module, the CCF helps
organisations streamline compliance objectives. All
objects associated with this module utilise a restricted
view, allowing only appropriate individuals to see GDPRspecific content. Thus, your organisation can limit access
to data and compliance content on an as-needed basis
according to compliance requirements.

application of policies around obtaining consent and other
time sensitive, regulatory requirements. Moreover, enriching
data to include geolocation can assist with preventing
unauthorised access or enforcing access control.
File Integrity Monitoring (FIM) continuously monitors files
and provides visibility into who has changed what. FIM
can be selectively deployed to monitor critical and highrisk systems containing personal data. Whether caused by
an attack or a change-management error, FIM alerts on
unauthorised changes to sensitive files and registry settings.
Similarly, LogRhythm brings visibility to who accesses
personal data and alarms on anomalous activity. This visibility
is achieved via the compliance module’s ability to monitor
user access activity at the server and database levels.
To make compliance simpler, LogRhythm Labs has created
a set of pre-built AI Engine machine analytics rules and
alarms. Each rule is granular with a specific, clearly defined
purpose. For example, the Social Media Event rule tracks
social media activity to help identify if private or personal
data that should not be transmitted is present within your
environment’s traffic.
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User access management and control
The GDPR implies organisations should put
controls in place to monitor privileged users with
access to personal data in order to prevent insider attacks
and compromised user accounts.
User access management and control functionalities
within the GDPR Compliance Module monitor user access
and authentication activity. Log data is collected and
centralised in real time to provide deep visibility into
account modifications and user access provisioning and
deprovisioning. LogRhythm also reports on authentication
and access failures and successes.
Because of the heightened risk associated with privileged
and vendor accounts, LogRhythm features extra controls
to monitor and alert on account activity. These accounts
can be classified into different groups, reflected in user
lists within LogRhythm. You can set rules for when and
how these accounts should be used, then the LogRhythm
platform will alert when accounts deviate from normal or
approved behaviour. For example, you can limit the scope
of vendor access to specific systems or restrict privileged
access to maintenance windows.
User lists and user-related objects also play a critical
role in addressing consent and the right to privacy, core
to the GDPR. For example, users can be whitelisted or
blacklisted for supporting and maintaining user privacy
policy records. This also allows the LogRhythm platform
to recognise which users can and cannot be monitored
in your environment. By building policies and processes
around user consent, the LogRhythm platform increases
the level of control around managing data for individuals
who now have “the right to be forgotten.”

LogRhythm addresses 16 articles of the GDPR
Rights of the data subject
• Article 17: Right to erasure (‘right to be forgotten’)
• Article 18: Right to restriction of processing
• Article 21: Right to object
• Article 22: Automated individual decision-making,
including profiling
Controller and processor
• Article 24: Responsibility of the controller
• Article 25: Data protection by design and by default
• Article 32: Security of processing
• Article 33: Notification of a personal data breach to the
supervisory authority
• Article 34: Communication of a personal data breach to
the data subject
• Article 35: Data protection impact assessment
• Article 40: Codes of conduct
Transfers of personal data to third countries or
international organisations
• Article 44: General principle for transfers
• Article 45: Transfers on the basis of an adequacy decision
• Article 46: Transfers subject to appropriate safeguards
• Article 47: Binding corporate rules
Provisions relating to specific processing situations
• Article 90: Obligations of secrecy

Within LogRhythm, GDPR-specific log source lists are
used along with restricted access profiles to ensure only
appropriate audiences can access GDPR forensic data from
the SIEM. The use of these lists allows your organisation to
segregate GDPR-specific data from the rest of the data in
your environment. The use of restricted GDPR user profiles
creates a simplified solution for companies that might
otherwise mix data unrelated to GDPR into their reports,
events, and alarms. Essentially, a user profile made with the
GDPR log source list can look at everything available to that
specific account without accessing anything unrelated to
those log sources.
Maintaining these lists is simple through a seamless
integration with Active Directory Sync that automatically
keeps user lists in LogRhythm current—all reports, rules,
and investigations reflect your current user access
management policies.
3

Gartner predicts that by the end
of 2018, more than 50 percent of
companies affected by the GDPR
will not be in full compliance with
its requirements.3

https://www.gartner.com/newsroom/id/3701117
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Security automation and orchestration for
assisted investigation and response
Under the GDPR, your organisation must report
a data breach within 72 hours after having become aware
of it. However, finding out a breach has occurred, who has
been affected, how widespread it is, and how it happened—
all within 72 hours—is no simple matter. Additionally,
you must notify the public of serious breaches without
undue delay. Having processes in place can help your
organisation act quickly, investigate thoroughly, contain
the breach, and report it in a timely manner.
LogRhythm’s built-in security automation and orchestration
(SAO) feature-set is crucial to helping your organisation
demonstrate understanding of the scope and impact of
incidents should they occur. SAO facilitates and streamlines
incident qualification, investigation, and response workflows
via collaboration and automated playbooks.
SAO’s case management capabilities enable your team
to securely collaborate and compile files, logs, reports,
and alarms to assist in daily tasks or during the incident
qualification and investigation process. Case details can
be easily accessed to assist in remediation decisions or
exported for external audit review, and are preserved to
meet data retention guidelines.

Take the guesswork out of reporting
With this compliance module, LogRhythm offers
a variety of predefined reports to meet the
information needs of various audiences, from executive
oversight to IT operations and auditors.
The reporting packages deliver pertinent, summary-level
information for executive boards and senior management.
These reports provide forensic evidence to help executives
and upper management understand the health of the
compliance program and make strategic decisions.
Reports for IT security operations and IT operations include
actionable information about systems to help inform
decisions and fix day-to-day issues. These reports also
confirm controls are operating effectively and provide the
forensic content used by auditors to attest and validate
compliance with the GDPR articles.
Additionally, data samples can be automatically generated
alongside reports for in-depth review. Without such
reporting capability, your organisation would likely need
to invest substantial amounts of time into manually
documenting evidence of compliance. Most organisations
will find that LogRhythm’s predefined reports meet their
reporting needs. If needed, LogRhythm offers easy-to-use
features for defining and using custom reports.

SAO’s automation capabilities take care of much of the
manual work typically involved in maintaining security
operations and ensuring compliance. Alarms, event
tracking, data isolation, and customisable reports are all
automated to ensure precise results. Web Console widgets
can be used to automatically categorise and streamline
the process of sorting through events. A streamlined
process allows for more efficient reporting and review
within Case Management for incredibly convenient data
management. For example, LogRhythm can automatically
detect violations, alert necessary teams of an incident,
assign crucial evidence to a case, and immediately remove
user access to quickly contain the scope of a breach. This
maximises the return of your resources, reduces the risk
of human errors associated with manual processes (which
can lead to violations and fines), and helps to reduce your
organisation’s mean time to detect (MTTD) and mean time
to respond (MTTR) to cyberthreats.

The new legislation creates an onus
on companies to understand the
risks that they create for others, and
to mitigate those risks. It’s about
moving away from seeing the law as
a box ticking exercise, and instead
to work on a framework that can be
used to build a culture of privacy that
pervades an entire organisation.4
—Elizabeth Denham, UK Information Commissioner

Technical tip
LogRhythm compliance modules are built to capitalise on Web Console and Case Management features. Web Console widgets allow for
quick and easy drill-downs that can be added to Case Management cases as evidence for reporting and review. To get the full value of
the GDPR Compliance Module, be sure to use both features.

4

h ttps://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2017/01/information-commissioner-talks-gdpr-and-accountability-in-latest-speech/
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An all-in-one solution to augment
GDPR compliance

Additional reading

LogRhythm’s fundamental capabilities offer strong
security event analytics and correlation to identify
potential incidents in any environment, as well as provide
a foundation for verifying technical policy enforcement
and the completeness and accuracy of collected enterprise
data. No other SIEM vendor offers such a monitoring and
correlation analytics solution ideal for building advanced
SOCs and compliance programs.
By tailoring a robust pre-built suite of rules, alerts,
dashboards, and reports specific to achieving GDPR
compliance, LogRhythm and the LogRhythm GDPR
Compliance Module offer a comprehensive, integrated
solution to help you meet and exceed mandates. In fact,
there is no other solution available that offers the built-in
capabilities to:

• LogRhythm GDPR Compliance Module Resources:
Deployment Guide, User Guide, and Workbook
• GDPR Fact Sheet

Technical tip
Each AI Engine rule in the GDPR Compliance Module is
specifically built to work with Web Console Dashboards.
Along with the use of selective rule groupings, this allows
for both compliance-focused review widgets used for
reporting needs as well as quickly categorised “visual”
review of AI Engine rules, without having to dig through
lines of arbitrary events.

1. Collect and parse data from across your environment
2. Analyse captured data and correlate events via pre-built
AI Engine rules and alerts mapped to GDPR articles
3. Easily customise rules and alerts to fit your
organisation’s unique IT environment and policies
4. Gain 24x7 real-time visibility via robust dashboards
and visualisations
5. Enable analysts to respond to a breach or other
incident and maintain appropriate incident records via
case management and automated playbooks
6. Generate reports to easily document evidence
of compliance
Other vendors merely provide guides and expect you to
build and implement everything on your own. LogRhythm
Labs’ embedded expertise enables you to minimise the
time and effort needed to meet compliance requirements
and to identify issues that arise. LogRhythm reduces the
time to detect and respond to incidents, minimising overall
risk. With LogRhythm, you’ll be better able to protect your
organisation’s personal data to ultimately avoid fines,
negative press, and loss of customer confidence.
For more information on how LogRhythm’s GDPR
Compliance Module can benefit your organisation,
request a customised demo by visiting www.logrhythm.
com/schedule-online-demo/.

WWW.LOGRHYTHM.COM

PAGE 9

GDPR COMPLIANCE SIMPLIFIED

About LogRhythm
LogRhythm is the pioneer in Threat Lifecycle
Management™ (TLM) technology, empowering
organisations on six continents to rapidly detect, respond
to and neutralise damaging cyberthreats. LogRhythm’s
TLM platform unifies leading-edge data lake technology,
artificial intelligence, security analytics and security
automation and orchestration in a single end-to-end
solution. LogRhythm serves as the foundation for the
AI-enabled security operations centre, helping customers
secure their cloud, physical and virtual infrastructures for
both IT and OT environments.
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